TCPDUMP U0 OO0 #01

TCPDUMP 00O 0O O OO
TCPDUMP [1?

000 0000000 0000 bOobOo ooobOO0b0 oo Obob (boo
) 0O000ooo
TCP/IPODOO OO OO OO OO0 ODODO DODO O OO.

OO ood
O00 0000 000 000 O Wireshark 00O OO0 OO0 ODO0OO0O OOO
[

o0 o0 obb bbb ob oo oo bbb bobbbb.

OO0 00 OO 000 (Basic / Expression / Header Flag )

Basic (OO OO )

ood ogd

-1 : 0000 0000ODOO0 00O D000 O0ObOo o oo

-c » Uoboooo oo oo b oo,

-v g oo oob b o oo obobb o -vw oo oooo oo g
goad

-n : 000 000 0o0obg IPODOOODOODO. -nn OO O ODOO Port
O oo obobon.

-w : 000 0000 .pcap OO ODDOOD OOOO. -rOD00O0O TXT O
oo oo b oo.

#00 0D00O0O0O(-1) O OO OO0 10000 (=-c) .pcap OO OOOO O
O(-w) OO

OO0 000 txt O 00O Binary O0OO0O0O -r OOODO ODOO wireshark
00 ooo o dd.

tcpdump -i ens33 -vv -c 100 -w ttt.pcap

tcpdump: listening on ens33, link-type EN1OMB (Ethernet),
capture size 262144 bytes

100 packets captured

100 packets received by filter


https://tech.hostway.co.kr/linux/tcpdump-%ea%b8%b0%eb%b3%b8-%ec%82%ac%ec%9a%a9%eb%b2%95-01/
https://tech.hostway.co.kr/linux/tcpdump-%ea%b8%b0%eb%b3%b8-%ec%82%ac%ec%9a%a9%eb%b2%95-01/

0 packets dropped by kernel

#00 00O0OO0ODO(-1) O OO OO0 500(-c) DNS/PORT O DOOO OO IP
O00 OO (-nn) ODO.

tcpdump -i br® -n -c 5

tcpdump: verbose output suppressed, use -v or -vv for full
protocol decode

listening on br0O, link-type EN1OMB (Ethernet), capture size
262144 bytes

14:08:14.531606 ARP, Request who-has 8.8.8.8 tell
10.10.10.200, length 28

14:08:15.533556 ARP, Request who-has 8.8.8.8 tell
10.10.10.200, length 28

14:08:16.535615 ARP, Request who-has 8.8.8.8 tell
10.10.10.200, length 28

14:08:18.531679 ARP, Request who-has 8.8.8.8 tell
10.10.10.200, length 28

14:08:19.533632 ARP, Request who-has 8.8.8.8 tell
10.10.10.200, length 28

5 packets captured

5 packets received by filter

0 packets dropped by kernel

# 0O 000 00000 0odg ( -v, =vv ) O0O.

tcpdump -i br® -n -vv -c 5

tcpdump: listening on br0O, 1link-type EN1OMB (Ethernet),
capture size 262144 bytes

14:10:46.548613 ARP, Ethernet (len 6), IPv4 (len 4), Request
who-has 8.8.8.8 tell 10.10.10.200, length 28

14:10:47.549640 ARP, Ethernet (len 6), IPv4 (len 4), Request
who-has 8.8.8.8 tell 10.10.10.200, length 28

14:10:48.551557 ARP, Ethernet (len 6), IPv4 (len 4), Request
who-has 8.8.8.8 tell 10.10.10.200, length 28

14:10:50.548614 ARP, Ethernet (len 6), IPv4 (len 4), Request
who-has 8.8.8.8 tell 10.10.10.200, length 28

14:10:51.549621 ARP, Ethernet (len 6), IPv4 (len 4), Request
who-has 8.8.8.8 tell 10.10.10.200, length 28

5 packets captured

5 packets received by filter

0 packets dropped by kernel



#00 0000O0O0OO(-1) OO0 IP O OOOOO( -nn, grep ) O OO
HEN
tcpdump -i ens33 -nn | grep "1.2.3.4"

tcpdump: verbose output suppressed, use -v or -vv for full
protocol decode

listening on ens33, link-type EN1OMB (Ethernet), capture size
262144 bytes

5 packets captured

6 packets received by filter

0 packets dropped by kernel

14:28:31.524052 IP 1.2.3.4.22 > 5.6.7.8.53707: Flags [P.], seq
4138122029:4138122237, ack 1068364849, win 1432, length 208
14:28:31.525940 IP 5.6.7.8.53707 > 1.2.3.4.22: Flags [.], ack
208, win 509, length 0

Expression (000 )

#0000 0000 00 o000 obbb.0ooo oo oobb bbb bo.o
oo o oo.

1) Type ( OODO OO OO)
- host , net , port

2) Dir ( OOO OO ODO)
- src, dst , src or dst, src and dst

3) Proto ( OO0 ODOOO OO O0O)
- ether, fddi, ip, arp, rarp, decnet, lat, sca, moprc, mopdl,
tcp, udp

4) 0 O
-00oog ( 'and(&&) ', 'or(|])", 'nmot(!)' )
- gateway, broadcast, less, greater

#00 0J00O0O0O(-1) OO tcp UUOO Destination Port 0O 220 OO
O IP O(-nn) OOOO

tcpdump -i ens33 tcp dst port 22 -nn

tcpdump: verbose output suppressed, use -v or -vv for full
protocol decode

listening on ens33, link-type EN1OMB (Ethernet), capture size
262144 bytes

16:50:25.964928 IP 211.115.223.215.53707 > 211.239.150.48.22:
Flags [.], ack 4194846013, win 511, length 0



16:50:26.016014 IP 211.115.223.215.53707 > 211.239.150.48.22:
Flags [.], ack 161, win 511, length 0O
16:50:26.060903 IP 211.115.223.215.53707 > 211.239.150.48.22:
Flags [.], ack 321, win 510, length 0

#00 000O0O0O(-1) OO tcp OO"ODO"™ Destination Port 0O 80 "0 0O
0"443 0 000 IP O(-nn) OOO0O

tcpdump -i ens33 -nn tcp and dst port 80 or dst port 443
16:59:12.840778 IP 211.239.150.48.49514 > 8.8.8.8.443: Flags
[F.], seq 5, ack 9, win 229, options [nop,nop,TS val
3924566459 ecr 3515313672], length 0

16:59:14.863982 IP 211.239.150.48.47286 > 8.8.8.8.80: Flags
[S], seq 873533324, win 29200, options [mss 1460,sackOK,TS val
3924568482 ecr 0,nop,wscale 7], length 0

16:59:15.865581 IP 211.239.150.48.47286 > 8.8.8.8.80: Flags
[S], seq 873533324, win 29200, options [mss 1460,sackOK,TS val
3924569484 ecr 0,nop,wscale 7], length 0

Header Flag

#00 000 0ODO0O bbb Oobb obbb o000 o000 b bo.

0 SYN : Client O O0OODO OOO O Server O OO(@O)D ODOODO O
00 oo
O 0000 00 IN/OUT Port DDO0O ODOD O OO0 OD ODODO.



TCP Header

Interesting Parts
tep[0:2]

tcp[2:2]

tcp[4:4]

tcp[8:4]

tcp[12]

tcp[13]

tcp[14:2]

tcp[16:2]

tcp[18:2]

tcp[20..60]

UDP Header

Interesting Parts
udp[0:2]
udp[2:2]
udp[4:2]

udp[6:2]

Flags

Flags
------S- 0000 0010
---A --5- 0001 0010

-—-A---0001 0000

-UAP---0011 1000

---A -R-- 0001 0100

—————— SF 0000 0011

--U- P--F 0010 1001

-Y-- ---- 0100 0000

XY - 1100 0000

XYUAPRSF 1111 1111

TCP header
source port
destination port
sequence number

acknowledgement number

header length

tcp flags

window size

checksum

urgent pointer

options or data

UDP Header
source port
destination port
datagram length

UDP checksum

Numerically Meaning

0x02 normal syn

0x12 normal syn-ack
0x10 normal ack

0x38 psh-urg-ack.
0x14 rst-ack

0x03 syn-fin scan

0x29 urg-psh-fin

0x40 anything >= 0x40
0xCO both reserved bits set
OxFF FULL_XMAS scan



# SYN 000 OO OO

= TCP Flag( tcp[13] ) OO SYN ( 6x02 ) O IP ( -nn ) OO 100
O0(-c) txt OO result.log O OO(=)00

tcpdump -i ens33 -c 10 "tcp[l1l3] == 0x02" -n -nn > result.log
tcpdump: verbose output suppressed, use -v or -vv for full
protocol decode

listening on ens33, link-type EN1OMB (Ethernet), capture size
262144 bytes

10 packets captured

10 packets received by filter

0 packets dropped by kernel

# cat resule.log

16:16:15.308872 IP 211.239.150.48.43192 > 61.100.13.230.10051:
Flags [S], seq 3596242163, win 29200, options [mss
1460, sackOK,TS val 3921988927 ecr 0,nop,wscale 7], length 0
16:16:17.048128 IP 121.40.192.14.41265 > 211.239.150.48.4244:
Flags [S], seq 3887030721, win 1024, length 0O

[S] = SYN Flag
O00 000 00od o oo
json DOOO,0000 00 OO0 OO OO.

Unskilled Attackers Pester Real Security Folks

TCPDUMP FLAGS
(Not Displayed in Flag Field, Displayed

Unskilled = URG

elsewhere)
Attackers = ACK = (Not Displayed in Flag Field, Displayed
elsewhere)
Pester = PSH = [P] (Push Data)
Real = RST = [R] (Reset Connection)
Security = SYN = [S] (Start Connection)
Folks = FIN = [F] (Finish Connection)
SYN-ACK = [S.] (SynAcK Packet)

[.] (No Flag Set)
# JSON O OO0 OO0O0O OO OO
result. log
OO0 IP: 211.239.150.48

JSON:



[ { ipaddrl: '221.239.150.48"',
ipaddr2: '61.100.13.230°',
type: 'Outbound’,
port: '10051' },

{ ipaddrl: '121.40.192.14"',
ipaddr2: '221.239.150.48"',
type: 'Inbound',
port: '4244' } ]

Table:
ipaddrl ipaddr2 type port

221.239.150.48 61.100.13.230 Outbound 10051
121.40.192.14  211.239.150.48 1Inbound 4244

00 0o
TCP 3 way handshark : https://websecurity.tistory.com/93

Surge U 0000

Surge 00O

00 000 0000 00 0O0Db0Ob0 OCDNODOO 0000 surge 00O OO0
o oob od.0O,surge U0 UDOO0O OO0 ODOOODO DOO OO0 OO
00,00 00 OO0 O0DO0O0OO CDNDO OO0 ObhOoo oo bo oooo
oo o ood.

OO0 o0o/0b0 boob,bo0 bbb bbb OUObbh Dobo.bb OO bOoo
oo boooodo oo oo b ob obobooooo.

OO0 00 D00 100 30[¢sl]000000 OO ODOO0oDOO0 oo ooob oo
O obo ooo.

Surge 00O


https://tech.hostway.co.kr/etc/surge-%ed%8a%9c%ed%86%a0%eb%a6%ac%ec%96%bc/
https://tech.hostway.co.kr/etc/surge-%ed%8a%9c%ed%86%a0%eb%a6%ac%ec%96%bc/

-00 00000 custom domain O OO OOOO.

- Web Cache OO0 OUOOO.O, Client OO Cache-Control ODOO O
ODO00.(ETag OO0 ODODOO OO DOO OO O0)

- Gzip OO0 ODOO.

Surge OO

-00 000 ObOoooo.(0oo 0oooo,00 00 o000 oooo.)
- http2 0OO
Surge 00O

Node]SO OO0 DO0OD OO0 ODO OODO nvmd OO OO NodeJ]SODOO
O oo boon.

curl -0 -
https://raw.githubusercontent.com/nvm-sh/nvm/v0.39.1/install.s
h | bash

. ~/.bashrc

nvm install --1ts

nvm 1s

node --version

npm install --global surge

Surge 00O
00000000 DO000ODO0O0O0DODOO0D ooo.
Surge 00O 1

U0 oogod o obooog.

mkdir test && cd test/

echo hello > index.html



surge

project: /home/user/test/
# (DN O OO0 OO0 OO0 O0OO0O0O OO0 OO0 oooa.

domain: noiseless-duck.surge.sh
#AUUDUOUOO OO O0O0UOO0O OoOod.
## Aborted 000 OO0 OO0 0OD0 OO0 OO ODDOOOOD ODOODO OO0

.00 00 00 0000000 bbof.
## Success! UDOU0O0O ODO0OO OO ODOO O OOOO.

curl -I https://noiseless-duck.surge.sh
## HTTP/1.1 200 OK OO O OO ODOO OOOO.

Surge 00O 2
surge] OO0 O0ODOO OO ODOODOO OOOOO.

U0 oo obb 0obbb 0t oo ogg oo.

mkdir test && cd test/
echo "index" > index.html

mkdir ignore/
echo "ignore/index" > ignore/index.html

.surgeignore 00 200.html 000 OO0 ODOOOOO.

# .surgeignore

echo "ignore/" > .surgeignore

#UOUOUOO OO OO0UO0 odou oo ooog.
## .git

## *

## *.*,..,

## node modules

## bower components

# 200.html
HHAA404 000 0O0O0O OO 200.html O OO O0O.
echo "200" > 200.html



surge ./ --domain noiseless-duck.surge.sh
## /00 000 OO OO0 noiseless-duck.surge.sh 00O 0000 OO
0.

curl https://noiseless-duck.surge.sh
## index.html OO0 OO

curl https://noiseless-duck.surge.sh/notexist
H#H# 40400 00O -> 200.html OO0 OO

curl https://noiseless-duck.surge.sh/ignore
## .surgeignore OO0 OO OO0O OO -=40400 OO -> 200.html
Ooo oo

U0 oot bbb bbb ob b goooo goo.,

surge list
HHAULDUOOD OOUOOO OOOO.

surge teardown noiseless-duck.surge.sh
#A#AUD UOUOO OOOO.

surge logout
HAUOD UUO OO0 OOO0O.

Surge 00O

surge J UUO UOO0O OO ODOoU0ooO.o00 oo oo o ouooo
surge U OO OO DOO0O.

oo oo

https://surge.sh/help/

Amazon Elastic Container Registry


https://tech.hostway.co.kr/aws/amazon-elastic-container-registry-public-ecr-public/

Public (ECR Public)

él%?izco&glg\a %“C?ntamﬁr Rﬁglstry

Amazon Elastic Container Registry Public (ECR Public) 0 OO0 0O O

00

00

Service Quotas

Amazon ECR Public Gallery

Uof g

00 g off

o oo og

Push

pull

L] [

Amazon Elastic Container Registry(Amazon ECR)0 O OO0 OO ODO0O0O OO
O00O0AWSOODO 0000 000 Oboooo ooboo ooo.

Amazon ECRO AWSIAMO O0O0O0 OO0 OO OO0 OO OOoO/oOooO0O O
U0 doooodo oo gog.

OO0 AWSOOO0O ECS,EKSO0DO ECRO 00O ODOO O O OODO.

L] [

https://aws.amazon.com/ko/ecr/pricing/
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= Docker HubO 00O 0O OO0 OO OO
= https://www.docker.com/pricing/

Service Quotas

https://us-west-1.console.aws.amazon.com/servicequotas/home/services/ecr/quota
S

Amazon Elastic Container Registry (Amazon ECR)

MH| A 2R
Q 1 @

zdgols IS HEd 2dF it AWS 7| 2 it EZHs v
Filters per rule in a replication configuration M%%?'f% 100 oL R
Images per repository ME EtE 10,000 o
Layer parts AE EBtE 4,200 ot e
Lifecycle policy length AR B7Hs 30,720 otLlg
Maximum layer part size ME Bt 10 OfLe
Maximum layer size ME E7ts 42,000 OrHe
Minimum layer part size A8 E7ts 5 oL e
Rate of BatchCheckLayerAvailability requests =& 1,000 =2 1,000 ]
Rate of BatchGetlmage requests =g 2,000 =g 2,000 o
Rate of CompleteLayerUpload requests =2H100 =e100 o
Rate of GetAuthorizationToken requests =% 500 =& 500 o
Rate of GetDownloadUrlForLayer requests =5} 3000 =g} 3,000 o
Rate of image scans ME S7ts 1 i i=l
Rate of InitiateLayerUpload requests ZEZ100 =100 |
Rate of Putimage requests =210 =210 o
Rate of UploadLayerPart requests =2500 =2 500 o
Registered repositories A_E:E:__ﬁ_—zt_'a_‘- 10,000 o
Rules per lifecycle policy ):[:S__!_FII:? 50 otLl2
Rules per replication configuration Af%ﬁ-?k’a 10 =
Tags per image ME EtE 1,000 otLe

Unigue destinations across all rules in a replication configuration MEE7S 25 orL g



https://us-west-1.console.aws.amazon.com/servicequotas/home/services/ecr/quotas
https://us-west-1.console.aws.amazon.com/servicequotas/home/services/ecr/quotas
https://us-west-1.console.aws.amazon.com/servicequotas/home/services/ecr/quotas

Amazon ECR Public Gallery

https://gallery.ecr.aws/

Amazon ECRO0O O0O0O0O Amazon ECRO0O ODOO0ODOOD0 ODOOOO DODO
O oo oo oob U ob b b0 oobooog.

Amazon ECR Public Gallery

Share and deploy container images, publicly and privately

Filters Clear all Repositories

Showing 1 - 20 results (of 89179)
Verification Info [

Verified account

cloudwatch-agent/cloudwatch-agent (3.38+ downloads)
perating Systems ) .
mes=s by Amazon Cloudwatch Agent (@) Verified Account

Linux
Windows

Amazon Cloudwatch Agent

0S/Arch: Linux, x86-64, ARM 64

ARM

ARM 64 (‘\.5 xray/aws-xray-daemon (1.58+ downloads)
86 @ by AWS X-Ray (@) Verified Account

xB6-64

The AWS X-Ray daemon gathers raw segment data and relays it to the AWS X-Ray API

O5/Arch: Linux

ot g
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https://gallery.ecr.aws/
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Amazon Elastic
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Public registry
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Amazon ECR 2| =X E2|

Private Public

E
NI

H=E 2| =ZX[E2] (1) 2| EX| =] A

Q 1 &

S EP =]
ol A URI dd IR v
ecr-bmt-hostway public.ecr.aws,/f e l=ti/acr-bmt- 2022 49 21, 14:19:46
hostway (UTC+08)
ecr-bmt-hostway®l| CHe F£A| B %

4 HE2| Aws cLl Y Docker?t DALY U =X IELICEH XHY|E L2 Amazon ECR A ESH| [AE(8) #ZohA 2.

CHg TS ALBSHC) 0|DIXI S SIS 2| EXIZ2(0] ZAIBLCH Amazon ECR X3 5 BHE 4128 7t gxjas2 o
5 gus rlLE2 o5 [A2(E) BESHUAIL,
1218 E2= A5t A 2~E2|0 THoll Docker E2t0|HEE IS ELILH.

o WS ecr-public get-login-password --region us-east-1 | docker login --username AWS --password-stdin
public.ecr.aws/ml sliftwh

L AWS CLIE(E) MBSt & 287 £/85tE Z[4 HES aws CL B! Docker/t X |0 QU= 00504 8.

2. E}S Eéi'%ic’ AHE0H0] =7 O[0|X| & 2EL UL =7 OE2= H57H M=E 2E5t=
SC W AAEE BESHEAL. O[O[X| £ 0|0] EE Z20|= O HHA E AHE

220 CHet A2

+ UL

docker build -t ecr-bmt-hostway .
3. 2E7r 2= H 0|0 X|0f| Ej1E X|FStH O] 2| ZA|E2|0f FAIE =+ A UICH
docker tag ecr-bmt-hostway:latest public.ecr.aws/re Sl % /fecr-bmt-hostway:latest

4. CHE B2 HE5I0] 0| O|0|X|E MZ 483 AWS 2| =X E2| 2 FA|EHL| L

ol

docker push public.ecr.aws,/re 28 2% /ecr-bmt-hostway:latest
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- AWS CLIO DO AWSSDKOOO O OO

X498 o|& PARL: =

O= &% us- ecr-public.us-east-
(B X|L|Of east-1 1.amazonaws.com
= e

=T

api.ecr-public.us-east-

T.amazonaws.com

oo oo oo oo go.

=

HTTPS

HTTPS

00 000 0DDOO00 O0OD0OO000 OO Docker 00O O OO O

[]

root@hostway-bmt:~#

WARNING! Your password will be stored unencrypted in
/root/.docker/config.json. Configure a credential helper

to remove this warning. See

https://docs.docker.com/engine/reference/commandline/log

in/#credentials-store

Login Succeeded

-Jodo oog oo

root@hostway-bmt:~#

root@hostway-bmt:~#
REPOSITORY
ID CREATED SIZE

TAG IMAGE



grafana 8.0.4
4a61138b1602 2 weeks ago 206MB
public.ecr.aws/n3n4qg5v6/ecr-bmt-hostway 8.0.4
4a61138b1602 2 weeks ago 206MB

-AWS OO0 onoo od

root@hostway-bmt:~#

The push refers to repository
[public.ecr.aws/n3n4g5v6/ecr-bmt-hostway]
53fb6eb29c9d: Pushed
1fc7a3b8385e: Pushed
271c2e7e76f9: Pushed
5f70bf18a086: Pushed
9f9cedf089aa: Pushing [============================>
] 103.6MB/182.1MB
3c960bff45aa: Pushed

efd53ffe2857: Pushing
[=====================s============s=ss=s==========>
5.707MB

30a972c8cd3c: Pushed

b2d5eeeaba3a: Pushing
[================================s====s==s==s=m=ms=ms====> ]
5.88MB

8.0.4: digest:

sha256:falf@fefl9321a5plapcee2l5febef2ad3fbla992a4d5e369
b7f651b3epebl3f size: 2199



Amazon ECR 2| Z x| =2 ecr-bmt-hostway

ecr-bmt-hostway shs==l @ || zuwyes || ®m |

oo X] (1)
Q 1 &
- 37] o|O] x|
o|O|x| Ef = A 9 X v Clo|H|~E
|olx] Ef FA A MB) ¥ T tolH|
20223 48 218,
8.0.4 42212 66.95 URI sha256:falfofef1...

14:39:29 (UTC+09) =2 A

pull

root@hostway-bmt:~#

8.0.4: Pulling from n3n4qg5v6/ecr-bmt-hostway

Digest:
sha256:falf0fefl9321a5plapcee2l5febe02ad3tbla992a4d5e369b7f651
b3epebl3f

Status: Downloaded newer image for
public.ecr.aws/n3n4q5v6/ecr-bmt-hostway:8.0.4
public.ecr.aws/n3n4q5v6/ecr-bmt-hostway:8.0.4

[Windows] [0 O] OO0 OO OO0


https://tech.hostway.co.kr/windows/windows-%ec%9c%88%eb%8f%84%ec%9a%b0-%ec%9b%90%ea%b2%a9-%eb%8d%b0%ec%8a%a4%ed%81%ac%ed%86%b1-%ec%97%b0%ea%b2%b0-%ec%9d%b8%ec%a6%9d-%ec%98%a4%eb%a5%98-credssp-%ec%95%94%ed%98%b8%ed%99%94-oracle/
https://tech.hostway.co.kr/windows/windows-%ec%9c%88%eb%8f%84%ec%9a%b0-%ec%9b%90%ea%b2%a9-%eb%8d%b0%ec%8a%a4%ed%81%ac%ed%86%b1-%ec%97%b0%ea%b2%b0-%ec%9d%b8%ec%a6%9d-%ec%98%a4%eb%a5%98-credssp-%ec%95%94%ed%98%b8%ed%99%94-oracle/

0 OO0 OO0 OO0 CredSSP OO0
Oracle U0 O0OO O ODO0OO.

HEN

00 000000000 OD0DO 00O 0000 OO0D00 Windows Serverd OO
oo oobob oo

OO0 00000 OO0 CredSSPODOODO OO DO OO0 OOOO DODO OO
U0 oo bboddd bood b bbb bbbb oo

ot

[Window Title]
g dogdd oo

[Content]
U0 0dd gobggno.
000 0ddo oodd good.

oo oof:
CredSSPO0O0O OOD OO ODODO O ODOO.

000 000 https://go.microsoft.com/fwlink/?1inkid=866660C OO
goo.

2 GAIE §Z X
O s
=3

[ =]
ot L§- 22 https//go.microseft.com/fwlink/?linkid=866660F &=StM 2.

=R

= L_

00 CredSSP 00 OO OO OO 1

0000 Client PC 0O OO0OD OOOO OO OO OO


https://tech.hostway.co.kr/windows/windows-%ec%9c%88%eb%8f%84%ec%9a%b0-%ec%9b%90%ea%b2%a9-%eb%8d%b0%ec%8a%a4%ed%81%ac%ed%86%b1-%ec%97%b0%ea%b2%b0-%ec%9d%b8%ec%a6%9d-%ec%98%a4%eb%a5%98-credssp-%ec%95%94%ed%98%b8%ed%99%94-oracle/
https://tech.hostway.co.kr/windows/windows-%ec%9c%88%eb%8f%84%ec%9a%b0-%ec%9b%90%ea%b2%a9-%eb%8d%b0%ec%8a%a4%ed%81%ac%ed%86%b1-%ec%97%b0%ea%b2%b0-%ec%9d%b8%ec%a6%9d-%ec%98%a4%eb%a5%98-credssp-%ec%95%94%ed%98%b8%ed%99%94-oracle/
https://tech.hostway.co.kr/windows/windows-%ec%9c%88%eb%8f%84%ec%9a%b0-%ec%9b%90%ea%b2%a9-%eb%8d%b0%ec%8a%a4%ed%81%ac%ed%86%b1-%ec%97%b0%ea%b2%b0-%ec%9d%b8%ec%a6%9d-%ec%98%a4%eb%a5%98-credssp-%ec%95%94%ed%98%b8%ed%99%94-oracle/
https://tech.hostway.co.kr/windows/windows-%ec%9c%88%eb%8f%84%ec%9a%b0-%ec%9b%90%ea%b2%a9-%eb%8d%b0%ec%8a%a4%ed%81%ac%ed%86%b1-%ec%97%b0%ea%b2%b0-%ec%9d%b8%ec%a6%9d-%ec%98%a4%eb%a5%98-credssp-%ec%95%94%ed%98%b8%ed%99%94-oracle/
https://tech.hostway.co.kr/windows/windows-%ec%9c%88%eb%8f%84%ec%9a%b0-%ec%9b%90%ea%b2%a9-%eb%8d%b0%ec%8a%a4%ed%81%ac%ed%86%b1-%ec%97%b0%ea%b2%b0-%ec%9d%b8%ec%a6%9d-%ec%98%a4%eb%a5%98-credssp-%ec%95%94%ed%98%b8%ed%99%94-oracle/

Wins + RO0OODO OO0OO OO0 OO OO "gpedit.msc"0 OO O OO

g &3 X

—, I=03 S0, 24, Tt WEY F4E AR BT I

= szgsasun

Z27](0): |gpedit.msc w
=] H=x HOLEZ(B)...

000 00O ->00 000 ->000 ->00 00 OO0 -> O0racle OO OOO
oo oo

E 22 EHH EY
v il EFH 74
y [ 2ZEHH HF
s [0 windows =&
w [ BE| BEE
5 [ Windows 24 284
» [ HER3A
[ MY
s [ Al=3

i =8 3#%8 23
v i HEE 34
O £ZEHY 23
» [ Windows 2%
v [ B2 288
1 Windows 74 22
- HE®3
O MH

JA=3

o PIEW E BE H=Ex Tua TE

. o>
=

FUER ¥

| ATE EIE0] NTLM EEE E=(a] TEET EE ofe

oo -go oo:"0og"obb o gd



s 2= FE O *

E ===t 25= 53

Ml

et
I
nja
Mk
o
=

[
g

O FEEHX &)
® ArE
O A 2 2D

HE: [windows Vista 0] At

o Ok
gl EEg
25 23 | mo o | | 28 25 3

0 == 2 *8 CredS5P 78 22(0: 24 238§ BE)8
o S0 M2 L}

o dg

=
jo
_r;”l_l-
rIr
nln

UL HFE CredssP ZEESS SSH0|NE0 s L=3;
Oracle 230 FHATLDH O BE2 F2us SCHO[HE 3 A

=Ty ey M- =

HOt SEHES HOBLICH 0 HES ALSSIH U3t Oracle

29 YEI0|=E S2H0|9IE: CredSSPE AHESHE S20[91=
22 S22 oG Y2 HHOE RE & 200

CredssPE NESE AL BATE HEEI ge 22400
E= 51251%| AL HI O A% SASJ A HES

X2 HK| O] MRS BEaAS OHELIT

2tSHE: CredSSPE MESHE ESH0|HE S8 =202 2 oHH
BHE| Uo HHOE OIHE %= SX|0 CrEdSSF'E AFE5H= AH|
(] Zek HE(A)

U0 oo oo oot gogd
OO0 0+ RO0OODOOOODODOODOO =>"cmd" OO O OO

1T b4
— EE0% S0 24 £ AHY R YN0 HT Y
= =szsysun
71(Q): [emd y
2ol 54 2O127|@)..

gpupdate /force OO O OO



ton 10.0,19041
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C: il INDOWSHsys tem32>
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Client: ODOOO PC O ODOO OO Windows Update OO
Server: 0O Windows Update OO
OO0 oood oo oo 0o

[Container Runtime] CRI-O 00O O
L] [

CRI-OO 0O OOO
CRI-O?

# CRI-OO OCI OO0 OOOO ODOO ODODOOO(CRI)O.

OO0 O0000 O000 0000 DockerodOO Kubernetes 1.24 0O0OOO
Dockerd CRI(ODOODO OO0 ODOOOO) shimdO O OO OOOO O
O (Docker Enginel 00O ) CRI-0OO0O OOOO ODOODO.

OO0 ogd (VM)
Controller Server : 1EA
Worker Server : 1EA


https://tech.hostway.co.kr/kubernetes/container-runtime-cri-o-%ec%84%a4%ec%b9%98-%ea%b0%80%ec%9d%b4%eb%93%9c/
https://tech.hostway.co.kr/kubernetes/container-runtime-cri-o-%ec%84%a4%ec%b9%98-%ea%b0%80%ec%9d%b4%eb%93%9c/
https://tech.hostway.co.kr/kubernetes/container-runtime-cri-o-%ec%84%a4%ec%b9%98-%ea%b0%80%ec%9d%b4%eb%93%9c/

0S
Ubuntu 20.04 Server Minimal

HRERENE 0o HRE :
https://github.com/cri-o/cri-o/blob/main/install.md#supported-
versions

00000 00 00 : https://tech.hostway.co.kr/2022/02/06/418/

Traffic Setup

# .conf OO0 OO0 OO0 O OO0 DOOO

# Controller / Worker

cat <<EOF | sudo tee /etc/modules-load.d/crio.conf
overlay

br netfilter

EOF

sudo modprobe overlay
sudo modprobe br netfilter

HOOOO sysctl godtb gb,d bodb gbd obd bdgobd.
# Controller / Worker

cat <<EOF | sudo tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables =1

net.ipv4.ip forward =1
net.bridge.bridge-nf-call-ip6tables =1
EOF

sudo sysctl --system

cgroup driver

# CRI-OO OOOOO systemd cgroup OO OO0 OODOO.

cgroupfs cgroup OO OO0 OOOOO, /etc/crio/crio.conf O O0O0O
00 Jetc/crio/crio.conf.d/02-cgroup-manager.conf 0O 0OO-



O (drop-in) OO0 DOOO.

[crio.runtime]

conmon_cgroup = "pod"
cgroup_manager = "cgroupfs"
CRI-O OO

# Controller / Worker

sudo -1

export 0S=xUbuntu 20.04 # 0S OO

export VERSION=1.19 # cri-o OO

echo "deb
https://download.opensuse.org/repositories/devel:/kubic:/libco
ntainers:/stable/$0S/ /" >
/etc/apt/sources.list.d/devel:kubic:libcontainers:stable.list
echo “deb
http://download.opensuse.org/repositories/devel:/kubic:/libcon
tainers:/stable:/cri-o:/$VERSION/$0S/ /" >

/etc/apt/sources.list.d/devel:kubic:libcontainers:stable:cri-
0:$VERSION. list

curl -L
https://download.opensuse.org/repositories/devel:kubic:libcont
ainers:stable:cri-o:$VERSION/$0S/Release.key | apt-key add -
curl -L
https://download.opensuse.org/repositories/devel:/kubic:/libco
ntainers:/stable/$0S/Release.key | apt-key add -

sudo apt-get update
sudo apt-get install cri-o cri-o-runc
sudo systemctl daemon-reload

sudo systemctl enable crio --now
sudo systemctl status crio



Controller Node Initialize

# dockerD OO OO O0UOD0O O0ODOODOOO 1000 ODOOO ODOOO CRI-
O0 OO0 OO0 0oboooo o

# Controller

kubeadm 1init --cri-socket=/var/run/crio/crio.sock --ignore-
preflight-errors=all --pod-network-cidr=192.168.0.0/16 --
apiserver-advertise-address=203.248.23.192

# Worker
kubeadm join 203.248.23.192:6443 --token
9oy7rn.qtw04nfd8gadl7p4d --discovery-token-ca-cert-hash

sha256:26218e0c80320b7¢c23735916¢c130fc481f644b26314212d917969553
ec0651256

o0 oo obb 0bobbb ob odoo oooa.
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# updated by Hostway System Team

$Language = Get-WinUserlLanguagelist
$Lang = $Language.LanguageTag

Switch($Lang)

{

lkol

{

Write ‘0OS Version’

[Environment]: :0SVersion

Write-Verbose -Message “0O00O OO OO UDP 137, UDP 138, TCP
139, TCP 445" -Verbose

netsh advfirewall firewall set rule name="000O0O OO (NB-Name-
In)” profile=public dir=in 1localport=137 protocol=udp new
enable=no
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netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)"” profile=private dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)” profile=public,domain dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)"” profile=private,domain dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)"” profile=private,public dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)” profile=any dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Name-In)"” profile=public dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)"” profile=private dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)” profile=public,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)"” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)"” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)"” profile=any dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=public dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private dir=in localport=137
protocol=udp new enable=no



netsh advfirewall firewall set rule name="0O000 OO (NB-
Datagram-In)” profile=public,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0O00O0O OO (NB-
Datagram-In)” profile=any dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 0O O0O0O OO (NB-
Datagram-In)” profile=public dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Datagram-In)” profile=public,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Datagram-In)” profile=private,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Datagram-In)” profile=private,public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Datagram-In)” profile=any dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=public dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=public,domain dir=in localport=138
protocol=udp new enable=no



netsh advfirewall firewall set rule name="0O000 OO (NB-
Datagram-In)” profile=private,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0O000 OO (NB-
Datagram-In)” profile=any dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=public dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=private dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=public,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOOO (NB-
Session-In)” profile=private,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOOO (NB-
Session-In)” profile=private,public dir=in 1localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOOO (NB-
Session-In)” profile=any dir=in localport=139 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Session-In)” profile=public dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Session-In)” profile=private dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Session-In)” profile=public,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Session-In)” profile=private,domain dir=in localport=139
protocol=tcp new enable=no



netsh advfirewall firewall set rule name="00 0O OOO OO (NB-
Session-In)"” profile=private,public dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Session-In)” profile=any dir=in localport=139 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=public dir=in localport=445 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (SMB-
In)"” profile=private dir=in localport=445 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=public,domain dir=in localport=445 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=private,domain dir=in localport=445 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0 OO (SMB-
In)” profile=private,public dir=in localport=445 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 O OO0 OO (SMB-
In)"” profile=any dir=in localport=445 protocol=tcp new
enable=no

}

‘en-US’

{

Write ‘0S Version’

[Environment]: :0SVersion

Write-Verbose -Message “Vulnerability Port Removal UDP 137,
UDP 138, TCP 139, TCP 445" -Verbose

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=public dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)” profile=private dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=public,domain dir=in localport=137



protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=any dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)"” profile=public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)” profile=private dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)"” profile=public,domain dir=in
localport=137 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)" profile=private,domain dir=in
localport=137 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)"” profile=private,public dir=in
localport=137 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)” profile=any dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=public,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private,domain dir=in localport=137



protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=any dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=public,domain dir=in
localport=138 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=private,domain dir=in
localport=138 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=private,public dir=in
localport=138 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=any dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=public dir=in 1localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=public,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=private,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=private,public dir=in localport=138



protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=any dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=public dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=private dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=public,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=private,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=private,public dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=any dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=public dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=private dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=public,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=private,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=private,public dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=any dir=in localport=139



protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=public dir=in 1localport=445
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=private dir=in 1localport=445
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)"” profile=public,domain dir=in
localport=445 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)"” profile=private,domain dir=in
localport=445 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)"” profile=private,public dir=in
localport=445 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=any dir=in localport=445
protocol=tcp new enable=no

}

}



