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Filters per rule in a replication configuration M%%?'f% 100 oL R
Images per repository ME EtE 10,000 o
Layer parts AE EBtE 4,200 ot e
Lifecycle policy length AR B7Hs 30,720 otLlg
Maximum layer part size ME Bt 10 OfLe
Maximum layer size ME E7ts 42,000 OrHe
Minimum layer part size A8 E7ts 5 oL e
Rate of BatchCheckLayerAvailability requests =& 1,000 =2 1,000 ]
Rate of BatchGetlmage requests =g 2,000 =g 2,000 o
Rate of CompleteLayerUpload requests =2H100 =e100 o
Rate of GetAuthorizationToken requests =% 500 =& 500 o
Rate of GetDownloadUrlForLayer requests =5} 3000 =g} 3,000 o
Rate of image scans ME S7ts 1 i i=l
Rate of InitiateLayerUpload requests ZEZ100 =100 |
Rate of Putimage requests =210 =210 o
Rate of UploadLayerPart requests =2500 =2 500 o
Registered repositories A_E:E:__ﬁ_—zt_'a_‘- 10,000 o
Rules per lifecycle policy ):[:S__!_FII:? 50 otLl2
Rules per replication configuration Af%ﬁ-?k’a 10 =
Tags per image ME EtE 1,000 otLe

Unigue destinations across all rules in a replication configuration MEE7S 25 orL g
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Share and deploy container images, publicly and privately

Filters Clear all Repositories
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ARM

ARM 64 (‘\.5 xray/aws-xray-daemon (1.58+ downloads)
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The AWS X-Ray daemon gathers raw segment data and relays it to the AWS X-Ray API

O5/Arch: Linux
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00 000 0DDOO00 O0OD0OO000 OO Docker 00O O OO O

[]

root@hostway-bmt:~#

WARNING! Your password will be stored unencrypted in
/root/.docker/config.json. Configure a credential helper

to remove this warning. See

https://docs.docker.com/engine/reference/commandline/log

in/#credentials-store

Login Succeeded
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root@hostway-bmt:~#

root@hostway-bmt:~#
REPOSITORY
ID CREATED SIZE

TAG IMAGE



grafana 8.0.4
4a61138b1602 2 weeks ago 206MB
public.ecr.aws/n3n4qg5v6/ecr-bmt-hostway 8.0.4
4a61138b1602 2 weeks ago 206MB

-AWS OO0 onoo od

root@hostway-bmt:~#

The push refers to repository
[public.ecr.aws/n3n4g5v6/ecr-bmt-hostway]
53fb6eb29c9d: Pushed
1fc7a3b8385e: Pushed
271c2e7e76f9: Pushed
5f70bf18a086: Pushed
9f9cedf089aa: Pushing [============================>
] 103.6MB/182.1MB
3c960bff45aa: Pushed

efd53ffe2857: Pushing
[=====================s============s=ss=s==========>
5.707MB

30a972c8cd3c: Pushed

b2d5eeeaba3a: Pushing
[================================s====s==s==s=m=ms=ms====> ]
5.88MB

8.0.4: digest:

sha256:falf@fefl9321a5plapcee2l5febef2ad3fbla992a4d5e369
b7f651b3epebl3f size: 2199
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8.0.4 42212 66.95 URI sha256:falfofef1...

14:39:29 (UTC+09) =2 A

pull

root@hostway-bmt:~#

8.0.4: Pulling from n3n4qg5v6/ecr-bmt-hostway

Digest:
sha256:falf0fefl9321a5plapcee2l5febe02ad3tbla992a4d5e369b7f651
b3epebl3f

Status: Downloaded newer image for
public.ecr.aws/n3n4q5v6/ecr-bmt-hostway:8.0.4
public.ecr.aws/n3n4q5v6/ecr-bmt-hostway:8.0.4
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[Container Runtime] CRI-O 00O O
L] [

CRI-OO 0O OOO
CRI-O?

# CRI-OO OCI OO0 OOOO ODOO ODODOOO(CRI)O.

OO0 O0000 O000 0000 DockerodOO Kubernetes 1.24 0O0OOO
Dockerd CRI(ODOODO OO0 ODOOOO) shimdO O OO OOOO O
O (Docker Enginel 00O ) CRI-0OO0O OOOO ODOODO.

OO0 ogd (VM)
Controller Server : 1EA
Worker Server : 1EA
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https://tech.hostway.co.kr/kubernetes/container-runtime-cri-o-%ec%84%a4%ec%b9%98-%ea%b0%80%ec%9d%b4%eb%93%9c/
https://tech.hostway.co.kr/kubernetes/container-runtime-cri-o-%ec%84%a4%ec%b9%98-%ea%b0%80%ec%9d%b4%eb%93%9c/

0S
Ubuntu 20.04 Server Minimal

HRERENE 0o HRE :
https://github.com/cri-o/cri-o/blob/main/install.md#supported-
versions

00000 00 00 : https://tech.hostway.co.kr/2022/02/06/418/

Traffic Setup

# .conf OO0 OO0 OO0 O OO0 DOOO

# Controller / Worker

cat <<EOF | sudo tee /etc/modules-load.d/crio.conf
overlay

br netfilter

EOF

sudo modprobe overlay
sudo modprobe br netfilter

HOOOO sysctl godtb gb,d bodb gbd obd bdgobd.
# Controller / Worker

cat <<EOF | sudo tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables =1

net.ipv4.ip forward =1
net.bridge.bridge-nf-call-ip6tables =1
EOF

sudo sysctl --system

cgroup driver

# CRI-OO OOOOO systemd cgroup OO OO0 OODOO.

cgroupfs cgroup OO OO0 OOOOO, /etc/crio/crio.conf O O0O0O
00 Jetc/crio/crio.conf.d/02-cgroup-manager.conf 0O 0OO-



O (drop-in) OO0 DOOO.

[crio.runtime]

conmon_cgroup = "pod"
cgroup_manager = "cgroupfs"
CRI-O OO

# Controller / Worker

sudo -1

export 0S=xUbuntu 20.04 # 0S OO

export VERSION=1.19 # cri-o OO

echo "deb
https://download.opensuse.org/repositories/devel:/kubic:/libco
ntainers:/stable/$0S/ /" >
/etc/apt/sources.list.d/devel:kubic:libcontainers:stable.list
echo “deb
http://download.opensuse.org/repositories/devel:/kubic:/libcon
tainers:/stable:/cri-o:/$VERSION/$0S/ /" >

/etc/apt/sources.list.d/devel:kubic:libcontainers:stable:cri-
0:$VERSION. list

curl -L
https://download.opensuse.org/repositories/devel:kubic:libcont
ainers:stable:cri-o:$VERSION/$0S/Release.key | apt-key add -
curl -L
https://download.opensuse.org/repositories/devel:/kubic:/libco
ntainers:/stable/$0S/Release.key | apt-key add -

sudo apt-get update
sudo apt-get install cri-o cri-o-runc
sudo systemctl daemon-reload

sudo systemctl enable crio --now
sudo systemctl status crio



Controller Node Initialize

# dockerD OO OO O0UOD0O O0ODOODOOO 1000 ODOOO ODOOO CRI-
O0 OO0 OO0 0oboooo o

# Controller

kubeadm 1init --cri-socket=/var/run/crio/crio.sock --ignore-
preflight-errors=all --pod-network-cidr=192.168.0.0/16 --
apiserver-advertise-address=203.248.23.192

# Worker
kubeadm join 203.248.23.192:6443 --token
9oy7rn.qtw04nfd8gadl7p4d --discovery-token-ca-cert-hash

sha256:26218e0c80320b7¢c23735916¢c130fc481f644b26314212d917969553
ec0651256

o0 oo obb 0bobbb ob odoo oooa.

Outlook 2016 PST U0 O OO OO
[]

Outlook PST 0 00 O [

1. Outlook OO ->00 O OD0OODO ODODOODO.
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IWindows] Windows 0000 &


https://tech.hostway.co.kr/windows/windows-windows-%eb%9e%9c%ec%84%ac%ec%9b%a8%ec%96%b4-smb-%ec%b7%a8%ec%95%bd%ec%a0%90-%ed%8f%ac%ed%8a%b8-%ec%b0%a8%eb%8b%a8/
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SMB UO0O OO OO

I[Windows] Windows O 0 000 & SMB [0 [
L OO OO

SMB

ooodg boo ooobobo bdo,00b,bd0 bbb ob obboo boobd
goog.

SMBOOOO O0O0O0O UL ODO0O0 oob0o bbb oo oobo oo,

oOSsoOn0 od oo

MSOO SMB U0 ODOOO0O OO0 OD0O0O OO ODODOOOD OoOoOOO.
OO0000 oo obo oo sMBOO OUDbOb oo oooo.

SMBOO OO

Powershell ISEOD OO OO OO O OO
# updated by Hostway System Team

$Language = Get-WinUserlLanguagelist
$Lang = $Language.LanguageTag

Switch($Lang)

{

lkol

{

Write ‘0OS Version’

[Environment]: :0SVersion

Write-Verbose -Message “0O00O OO OO UDP 137, UDP 138, TCP
139, TCP 445" -Verbose

netsh advfirewall firewall set rule name="000O0O OO (NB-Name-
In)” profile=public dir=in 1localport=137 protocol=udp new
enable=no


https://tech.hostway.co.kr/windows/windows-windows-%eb%9e%9c%ec%84%ac%ec%9b%a8%ec%96%b4-smb-%ec%b7%a8%ec%95%bd%ec%a0%90-%ed%8f%ac%ed%8a%b8-%ec%b0%a8%eb%8b%a8/
https://tech.hostway.co.kr/windows/windows-windows-%eb%9e%9c%ec%84%ac%ec%9b%a8%ec%96%b4-smb-%ec%b7%a8%ec%95%bd%ec%a0%90-%ed%8f%ac%ed%8a%b8-%ec%b0%a8%eb%8b%a8/

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)"” profile=private dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)” profile=public,domain dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)"” profile=private,domain dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)"” profile=private,public dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)” profile=any dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Name-In)"” profile=public dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)"” profile=private dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)” profile=public,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)"” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)"” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)"” profile=any dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=public dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private dir=in localport=137
protocol=udp new enable=no



netsh advfirewall firewall set rule name="0O000 OO (NB-
Datagram-In)” profile=public,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0O00O0O OO (NB-
Datagram-In)” profile=any dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 0O O0O0O OO (NB-
Datagram-In)” profile=public dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Datagram-In)” profile=public,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Datagram-In)” profile=private,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Datagram-In)” profile=private,public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Datagram-In)” profile=any dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=public dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=public,domain dir=in localport=138
protocol=udp new enable=no



netsh advfirewall firewall set rule name="0O000 OO (NB-
Datagram-In)” profile=private,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0O000 OO (NB-
Datagram-In)” profile=any dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=public dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=private dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=public,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOOO (NB-
Session-In)” profile=private,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOOO (NB-
Session-In)” profile=private,public dir=in 1localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOOO (NB-
Session-In)” profile=any dir=in localport=139 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Session-In)” profile=public dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Session-In)” profile=private dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Session-In)” profile=public,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Session-In)” profile=private,domain dir=in localport=139
protocol=tcp new enable=no



netsh advfirewall firewall set rule name="00 0O OOO OO (NB-
Session-In)"” profile=private,public dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Session-In)” profile=any dir=in localport=139 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=public dir=in localport=445 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (SMB-
In)"” profile=private dir=in localport=445 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=public,domain dir=in localport=445 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=private,domain dir=in localport=445 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0 OO (SMB-
In)” profile=private,public dir=in localport=445 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 O OO0 OO (SMB-
In)"” profile=any dir=in localport=445 protocol=tcp new
enable=no

}

‘en-US’

{

Write ‘0S Version’

[Environment]: :0SVersion

Write-Verbose -Message “Vulnerability Port Removal UDP 137,
UDP 138, TCP 139, TCP 445" -Verbose

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=public dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)” profile=private dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=public,domain dir=in localport=137



protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=any dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)"” profile=public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)” profile=private dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)"” profile=public,domain dir=in
localport=137 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)" profile=private,domain dir=in
localport=137 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)"” profile=private,public dir=in
localport=137 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)” profile=any dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=public,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private,domain dir=in localport=137



protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=any dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=public,domain dir=in
localport=138 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=private,domain dir=in
localport=138 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=private,public dir=in
localport=138 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=any dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=public dir=in 1localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=public,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=private,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=private,public dir=in localport=138



protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=any dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=public dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=private dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=public,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=private,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=private,public dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=any dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=public dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=private dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=public,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=private,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=private,public dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=any dir=in localport=139



protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=public dir=in 1localport=445
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=private dir=in 1localport=445
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)"” profile=public,domain dir=in
localport=445 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)"” profile=private,domain dir=in
localport=445 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)"” profile=private,public dir=in
localport=445 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=any dir=in localport=445
protocol=tcp new enable=no

}

}

| Network ] K8S Overlay Network
OO0 00O (IPIP-> VXLAN)

K8S Overlay Network [0 [ [

IPIP -> VXLAN OO OO

O0)OO OO0 ODOO0ODOO OO0 ooo pPODO ODO OO DOOD OOO
U0 oo oonb oboo.
(pod OO0 DO OOD OO DOODOODO OODOOODODO)
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Calico IP-IP Network 000 O VXLAN OO 0O OO
Node : Controller / Worker01 / Worker02

## Controller
# Mode OO O IPIPMODE O OO OOO O OO
calicoctl get ippool -0 wide

NAME CIDR NAT IPIPMODE
VXLANMODE DISABLED DISABLEBGPEXPORT SELECTOR
default-ipv4-ippool 192.168.0.0/16 true  Always Never
false false

all()

# 00O Manifest YAML O O0O0O0O0O O0O0O0O.
kubectl delete -f calico.yml

## Contoller / Worker OO

#000 00 000000 tunl® ODOOOOO OO0 OO OOO O O0O.
sudo rm -rf /var/run/calico/

sudo rm -rf /var/lib/calico/

sudo rm -rf /etc/cni/net.d/

sudo rm -rf /var/lib/cni/

sudo reboot

## Controller
# Manifest. calico.yaml OO0 VXLAN OO O0OO0O OOOO.

livenessProbe:
exec:
command:
- /bin/calico-node
- -felix-live
# - -bird-live // VXLAN O bird(BGP) O OO
OO0 0o0od ddg og odg
periodSeconds: 10

initialDelaySeconds: 10

failureThreshold: 6

timeoutSeconds: 10
readinessProbe:

exec:



command:
- /bin/calico-node
- -felix-ready
# - -bird-ready // 00 00

# Enable IPIP
- name: CALICO IPV4POOL IPIP

value: "Never" // Always --> Never O 00O
[
# Enable or Disable VXLAN on the default IP pool.
- name: CALICO IPV4POOL VXLAN
value: "Always" // Never --> Always 0O [
Ood

kind: ConfigMap
apiVersion: vl
metadata:
name: calico-config
namespace: kube-system
data:
# Typha is disabled.
typha service name: "none"
# Configure the backend to use.
calico backend: "vxlan" // "bird" --> "vxlan" 00O OO
0.

H#UOO
kubectl apply -f calico.yaml

# Calico Node O0O.00 Ready OO ODO.00 ODOOODO.
kubectl get nodes -0 wide -A

# Calico Pod OO . kube-system PoD O OO0 OOO OOO.
kubectl get pod -0 wide -A

# Calico Type OO . BIRD O OO0 OO

sudo calicoctl node status

Calico process 1is running.

The BGP backend process (BIRD) is not running.



# Network OO VXLANMODE O OO OODOO.
calicoctl get ippool -0 wide

NAME CIDR NAT IPIPMODE
VXLANMODE DISABLED DISABLEBGPEXPORT SELECTOR
default-ipv4-ippool 192.168.0.0/16 true Never
Always false false

all()

#0 0000 tunl0 OOODOODO ODOODO vxlan OOOOODO OOODO.
#000 vxlan O00O0O0O 0O 0O0O0O0O DOOD OO0 OO DOOOO.

hostway@controller:~$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric
Ref Use Iface

0.0.0.0 10.10.10.1 0.0.0.0 uG 0 0
0 ensl18

10.10.10.0 0.0.0.0 255.255.255.0 U 0 0
O ensl8 // External (SNAT)

172.17.0.0 0.0.0.0 255.255.0.0 U 0 0
O docker@ // Container Runtime Bridge

192.168.5.0 192.168.5.0 255.255.255.192 UG 0 0
O vxlan.calico // Worker0lO OOOOO OO

192.168.30.64 192.168.30.64 255.255.255.192 UG 0 0
0 vxlan.calico // Worker020 OOOOO OO

192.168.49.0 0.0.0.0 255.255.255.192 U 0 0
0 * // Controller O vxlan OO

192.168.49.1 0.0.0.0 255.255.255.255 UH 0 0
0 calif9aed4a7064b // Node(Worker0l)O OO0 GW

192.168.49.2 0.0.0.0 255.255.255.255 UH 0 0

O calilfdac863dc5 // Node(Worker02)O OOO GW

# Worker 0 OO0 OO O0O.

hostway@controller:~$ ip nei | grep vxlan

192.168.5.0 dev vxlan.calico 1laddr 66:8c:33:86:44:ce
PERMANENT

192.168.30.64 dev vxlan.calico 1Llladdr 66:fb:72:20:22:al
PERMANENT

# VXLAN Traffic Port O UDP O O.
udp 0 0 0.0.0.0:4789 0.0.0.0:%



# PoD U0 O OOOO OO

hostway@controller:~$ kubectl create deployment sampleos --
image=gcr.io/google-samples/kubernetes-bootcamp:vl - -
replicas=3

deployment.apps/sampleos created

hostway@controller:~$ kubectl get pod -0 wide

NAME READY STATUS RESTARTS AGE
IP NODE NOMINATED NODE READINESS GATES
sampleos-646dc9654b-8xjw9 1/1 Running 0 45s
192.168.5.11 worker0l <none> <none>
sampleos-646dc9654b-gxn75 1/1 Running 0 45s
192.168.5.10 worker0l <none> <none>
sampleos-646dc9654b-snkxg 1/1 Running 0 45s
192.168.30.75 worker02 <none> <none>

# VXLAN OO DOOO
// Controller
1) worker0l 0O worker02 O OOO0O POD O Ping O OOO0O.

hostway@controller:~% kubectl exec -it
sampleos-646dc9654b-8xjw9 -- ping 192.168.30.75

PING 192.168.30.75: 56 data bytes

64 bytes from 192.168.30.75: icmp seq=0 ttl=115 time=92.124 ms
64 bytes from 192.168.30.75: icmp seq=1 ttl=115 time=79.735 ms
64 bytes from 192.168.30.75: icmp seq=2 ttl=115 time=79.233 ms

)00 000 0OD00 00DDOO000 O0ooDO0 0o ooobodd tecpdump
O oogg.
sudo tcpdump -i ensl8 -w vxlan.pcap

3) Wireshark O OOOO. UDP OO0 OOO O OO,



M vdlan peap

File Edit Wiew Go Capture Analyze

Statistics  Telephony  Wireless

Tools

LR REe==7i5Eaaqn
W[ Zoply a display fier —— <Cil-;
Mo, Time Source Destination
1 0.eec008 192.168.5.11 192.168.49.2
1+ 2 0.000001 192.168.5.11 192.168.49.2
3 @.082360 192.168.49.2 192.168.5.11
4 8.082958 192.168.49.2 192.168.5.11
5 0.003747 192.168.5.11 192.168.49.2
6 0.083939 192.168.5.11 192.168.49.2

Help

Protocal
DHS
DNS
DNS
DHS
DHS
DNS

Length Info
158 Standard query @x475e A storage.googleapis.com.default.svec.cluster,local
158 Standard query @xdf@e AAAA storage.googleapis.com.default.svc.cluster.local
251 Standard query response Bxdf@e No such name AAAA storage.googleapis.com.defaul
251 Standard query response 8xd75e No such name A storage.googleapis.com.default.s
150 Standard query @xebca A storage.googleapis.com.svc.cluster.local
158 Standard query Bx7f98 AAAA storage.googleapis.com.svc.cluster.local

Frame 2: 158 bytes on wire (1264 bits), 158 bytes captured (1264 bits)
Dst: 56:44:d8:06:59:33 (56:44:d0:06:59:33)

Ethernet II, Src: 76:2d:1c:43:96:bd (76:2d:1c:43:96:bd

Internet Protocol Version 4, Src

~ User Datagram Protocol, Src Port: 48384, Dst Port: 2789
Source Port: 48384

-
| Destination Port: 4789

Length: 124

Checksum: @xabe5 [unverified]
[Checksum Status: Unverified]

[Stream index: @]

[Timestamps]

UDP payload (116 bytes)
~ Virtual eXtensible Local Area Network
Flags: @x080@, VXLAN Network ID (VNI)

16.18.108.25, Dst: 18.109.18.26

] VXLAN Port (UDP)

Policy J0- 8
VELAN Metwork Identifier (VNI): 4896 | VNI 4%
eserved: ©

Ethernet II, Src: 66:8c:33:86:44
Internet Protocol Version 4, Src
User Datagram Protocol, Src Port ™Eros, Dor rore. 32
Domain Name System (query)

{helesdd o Re 0l

3y

[y

SE_ LT

Worker01 --> Worker02 22| IP

@:22:22:c3 (66:F7:9a:22:22:¢3)

192.168.5.11, Dst: 192.168.49.2

Calico VXLAN Interface

[0 O] CentOS 7 0 Kubernetes [ [
Install

CentOS 7 0 Kubernetes O] OO OO

0S : Cent0S 7.6.1810 Minimal

Account :

root

-000 SNAT IP OO
Controller : 10.10.10.237 SSH:4223
: 10.10.10.204 SSH:4224
: 10.10.10.190 SSH:4225

Worker-01
Worker-02

O ot od

# root O OO DOODO.

sudo 0 0000 OO0 O0ODOO OO O O0OOOO OO

useradd -d /home/username username
echo "password" | passwd username --stdin


https://tech.hostway.co.kr/kubernetes/%ea%b8%b0%ed%83%80-centos-7-%ec%97%90-kubernetes-%ea%b8%b0%eb%b3%b8-install/
https://tech.hostway.co.kr/kubernetes/%ea%b8%b0%ed%83%80-centos-7-%ec%97%90-kubernetes-%ea%b8%b0%eb%b3%b8-install/
https://tech.hostway.co.kr/kubernetes/%ea%b8%b0%ed%83%80-centos-7-%ec%97%90-kubernetes-%ea%b8%b0%eb%b3%b8-install/
https://tech.hostway.co.kr/kubernetes/%ea%b8%b0%ed%83%80-centos-7-%ec%97%90-kubernetes-%ea%b8%b0%eb%b3%b8-install/
https://tech.hostway.co.kr/kubernetes/%ea%b8%b0%ed%83%80-centos-7-%ec%97%90-kubernetes-%ea%b8%b0%eb%b3%b8-install/
https://tech.hostway.co.kr/kubernetes/%ea%b8%b0%ed%83%80-centos-7-%ec%97%90-kubernetes-%ea%b8%b0%eb%b3%b8-install/

H#AUOUODUOUOO su ldUOUO0 ODUOUonO oo og
chmod 700 /usr/bin/su

# sudoer O OO wheel OO0 OO OO
sed -ie '/wheel/s/$/\:username/' /etc/group

# Timezone OO
sudo timedatectl set-timezone Asia/Seoul

# SWAP OFF
sudo swapoff -a
sudo sed -1 -e '/swap/d' /etc/fstab

# firewalld off
sudo systemctl stop firewalld && sudo systemctl disable
firewalld

# Selinux

setenforce 0

sudo sed -i 's/SELINUX=enforcing/SELINUX=disabled/g'
/etc/selinux/config

# Hostname

sudo hostnamectl set-hostname controller
sudo hostnamectl set-hostname worker-01
sudo hostnamectl set-hostname worker-02

## Controller / Worker

#curl -s https://get.docker.com | sudo sh

curl -fsSL https://get.docker.com -0 get-docker.sh
sudo sh get-docker.sh

## Check
sudo docker -v
sudo docker ps -a

## Controller / Worker
sudo mkdir /etc/docker
cat <<EOF | sudo tee /etc/docker/daemon.json

{

"exec-opts": ["native.cgroupdriver=systemd"],



"log-driver": "json-file",
"log-opts": {

"max-size": "100m"
}

"storage-driver": "overlay2"

}
EOF

## Docker enable && restart
sudo systemctl enable docker
sudo systemctl daemon-reload
sudo systemctl restart docker

## Packages Repo

sudo cat <<EOF | sudo tee /etc/yum.repos.d/kubernetes. repo
[Kubernetes]

name=Kubernetes
baseurl=https://packages.cloud.google.com/yum/repos/kubernetes
-el7-x86 64

enabled=1
gpgkey=https://packages.cloud.google.com/yum/doc/yum-key.gpg
https://packages.cloud.google.com/yum/doc/rpm-package-key.gpg
EOF

## Install
sudo yum install -y kubelet kubeadm kubectl --
disableexcludes=kubernetes

Controller Init

# Controller. OOOOO ODODODO ODODO ODOIP O OO API OOOO O
OO0 (Advertise)

sudo kubeadm init --ignore-preflight-errors=all --pod-network-
cidr=192.168.0.0/16 --apiserver-advertise-address=10.10.10.237

# Regular User Privileges
mkdir -p $HOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config



# Network Plugin Setting ( Calico )

curl
https://projectcalico.docs.tigera.io/manifests/calico.yaml -0
kubectl apply -f calico.yaml

# System Namespace ( kube-system ) check. CoreDNS O ODOODO OO
kubectl get pods -0 wide -A

NAMESPACE NAME READY
STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kube-system calico-kube-controllers-7c845d499-p85pm 1/1

Running 0 3mb6s 192.168.49.3 controller
<none> <none>
kube-system calico-node-fnm2q 1/1
Running 0 3mb6s 10.10.10.237 controller
<none> <none>
kube-system coredns-64897985d-cgvml 1/1
Running 0 5m41s 192.168.49.2 controller
<none> <none>
kube-system coredns-64897985d-vdckf 1/1
Running 0 5m42s 192.168.49.1 controller
<none> <none>
kube-system etcd-controller 1/1
Running 0 5m54s 10.10.10.237 controller
<none> <none>
kube-system kube-apiserver-controller 1/1
Running 0 5m54s 10.10.10.237 controller
<none> <none>
kube-system kube-controller-manager-controller 1/1
Running 0 om 10.10.10.237 controller
<none> <none>
kube-system kube-proxy-nn5zn 1/1
Running 0 5m42s 10.10.10.237 controller
<none> <none>
kube-system kube-scheduler-controller 1/1
Running 0 5m54s 10.10.10.237 controller
<none> <none>

#(@0O) Multi NIC O OO0 OOOO INTERNAL-IP OO



O00 O0000 0000 OO0 OO0 K8sS OO O OO NIC O IP O
INTERNAL-IP O OO 0OODO.

00 INTERNAL-IPO Init O OOO

kubeadm --apiserver-advertise-address O OO0 IP OO0 OOO0O
O 00 oood.

cat << EOF | sudo tee /etc/default/kubelet

KUBELET EXTRA ARGS='--node-ip $(hostname -I | cut -d ' ' -f2)'
EOF

sudo systemctl daemon-reload

sudo systemctl restart kubelet

kubectl cluster-info

Worker Join

# Worker-010 Woker-02 Node OO User Privileges 00O OO O OOO
0

sudo scp /etc/kubernetes//admin.conf
username@l0.10.10.204:/home/username/admin.conf
sudo scp /etc/kubernetes//admin.conf

username@l0.10.10.190:/home/username/admin.conf

# Worker

mkdir -p $HOME/.kube

sudo cp -i ./admin.conf $HOME/.kube/config

sudo chown $(id -u):$(id -g) $HOME/.kube/config

# [0 Worker OO kubeadm O OOO0O Join O0O.

sudo kubeadm join 10.10.10.237:6443 --token

jgocer.fu65ql39kdod5q1i0 \
--discovery-token-ca-cert-hash

sha256:3cb85267e89913d7865d219922daaa8fc6e788dd2befe2f80fae271

76e2dfe3b

#UUOUOO OO0 O oooo o od
kubeadm token create --print-join-command

# Check
kubectl get nodes -o wide
NAME STATUS ROLES AGE  VERSION

INTERNAL-IP EXTERNAL-IP 0S - IMAGE KERNEL -



VERSION CONTAINER-RUNTIME

controller Ready control-plane,master 16m v1.23.5
10.10.10.237 <none> Cent0S Linux 7 (Core)
3.10.0-1062.el17.x86 64 docker://20.10.14

worker-01 Ready <none> 55s v1l.23.5
10.10.10.204 <none> Cent0S Linux 7 (Core)
3.10.0-1062.el17.x86 64 docker://20.10.14

worker-02 NotReady <none> 38s vl.23.5
10.10.10.190 <none> Cent0S Linux 7 (Core)

3.10.0-1062.el17.x86 64 docker://20.10.14

# Check Pod Create

kubectl run hello --image=nginx --dry-run=client -o yaml |
kubectl apply -f-

pod/hello created

[myungin.baek@controller ~]$ kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES

hello 1/1 Running 0 42s 192.168.171.1
worker-01 <none> <none>

[ OS ] CentOS 7 O O iptables O [
O OO0 dbgdd

iptables 0 OO OO OO OO

CentOS 700 OO 0,00 000DO O0OD OOOO O ODOODOO SSH OO
O ogon

( Pre ) CentOS 7 0 0O firewalld O O iptables 00 00O

firewalld OODO ODOOO0O, iptables O OO0 OO iptables.target
0 service 0 OOO0O OOOO OOO O OO,
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# firewalld disable
systemctl stop firewalld && systemctl disable firewalld

# firewalld OO service O OO OO.
# 00O 0000 ODOD00O0O /etc/sysconfig/iptables O OO0 OO OO

0.
yum install iptables-services

service iptables reload
service iptables status

H#0O OO
service iptables save

#O OOO
service iptables reload

# 0O 0000 000 O0OO0.000 -c ( ALL Rule ) OO0 O0OOO ODODOO
O 000 OO0 ROUTE(NAT) OO OO OOOO.
iptables-save -c > rules.txt

#UO OO
iptables-restore < rules.txt

iptables 00 OO (00 00 0 OO0 IPO ODOO)

H#UOOOOOO
iptables -F

# lo ODOOOO OO ACCEPT
iptables -A INPUT -i lo -j ACCEPT

# 00O 00 OO0 OO IP OO.00(SSH) OO OO0 O0d -p tecp (-m
tcp OO OO) --dport 22 0O O0O0O0O

iptables -A INPUT -s 1.2.3.4/32 -m comment --comment "0OO" -j
ACCEPT

# state 00O OOO ACCEPT.
iptables -A INPUT -m state --state RELATED,ESTABLISHED -j
ACCEPT

#((0O) Ping request 000 OO0 OO0 OO0 OO0 OO ODO.000 OOO



OO0 oo oo odo.
iptables -A INPUT -j REJECT --reject-with icmp-host-prohibited

# (@ 0O) Ping request OO0 OO OO OO0O.
iptables -A INPUT -p icmp --icmp-type echo-request -j REJECT

#((O0O) Ping OO OO0 OO OOO DROP. DOODODO ACCEPT O OO O
0.
iptables -A INPUT -p icmp -j DROP

#0O 0O 00O TCP OO DROP
iptables -A INPUT -p tcp -j DROP

#OU
service iptables save

o o oo od

#00 00 000 -A00O0OOO DROP OO0 Line O OODOODO Line O
Oo0oobooooboog
# -1 INPUT [DROP Line] O OOOO DROP OO OO OODODOO OO.

iptables -nL --line-number

Chain INPUT (policy ACCEPT)

num target prot opt source destination

1 ACCEPT all -- 1.2.3.4 0.0.0.0/0
/¥ OO0 */

2 DROP tcp -- 0.0.0.0/0 0.0.0.0/0

#20 DROP OO OO OOOO.

iptables -I INPUT 2 -s 5.6.7.8 -j ACCEPT -m comment --comment "
oo oo™

iptables -nL --line-number

Chain INPUT (policy ACCEPT)
num target prot opt source destination



1 ACCEPT all -- 1.2.3.4 0.0.0.0/0

/* 00 */

2 ACCEPT all -- 5.6.7.8 0.0.0.0/0
/¥ 00 OO *

3 DROP tcp -- 0.0.0.0/0 0.0.0.0/0

# 00 000 OO0 OO /Jetc/sysconfig/iptables OO0 OO OO O
reload OO O0O.

U0 Ud oo

iptables -D INPUT [Number]

[0 O] CNI - Calico Plugin

00 ¢ CNI O Calico Network

000 000 oo odob 00 od
O00 0000 #1 00 OO0 ODOO ( controller , worker ) OOOOO

00O

CNI ( Container Network Interface )

CNCF OO ODODO oOoOoO0D ooog goooo.
Kubernetesl OOOO0O Kubenet OUOO CNI O OOO0O Network

Plugin O OO O0O.
o ououd oo oo gbgb b b oo ouog,bodu od
U0 oo oo ouogog.,

Calico Network?

vRouter OO0 OOO(L3) OO0 OOOO OO OOoOO.
Kubernetes 0O OO0 Network O OOOO CNI O OOOO Network


https://tech.hostway.co.kr/kubernetes/%ed%86%a0%eb%a7%89-cni-%ec%99%80-calico-%ea%b0%84%eb%9e%b5-%ea%b0%9c%ec%9a%94/
https://tech.hostway.co.kr/kubernetes/%ed%86%a0%eb%a7%89-cni-%ec%99%80-calico-%ea%b0%84%eb%9e%b5-%ea%b0%9c%ec%9a%94/

Plugin 0 O0OQOO.

gooood oo oo oodb bgobob oob oo obo oo oo
U0 oo obooogn.

Oood 00 Document URL
https://projectcalico.docs.tigera.io/reference/

Non-overlay 000 000

# Direct OO

- BGP(Border Gateway Protocol) O BIRDO OO0 OO OO O OO0 OO
O 0000 ouodo oot o do

O PodODO OO Pod OO0 O0O00O0O0 ODOOODOOOOO DD OODODO.

[0 Node OO OO OO Calico Pod OO BGPO ODOODO Peer OO O O O0O.
00 00 0000 0000 oo oo oooo ooog. (ex:oo0O g
O 00 0g)

Overlay Network 0 OO0 0O 0O

Workload IP( ex: O0ODO ODOD00O)0 OO0 OO0 O0OOOODO OO DOO
goog.

00 000 0000 OO0 000 (Encaptulation) OO O0OO0O OO (L2)
oodd oo oooag.

000 OO0 00 : 00 0000 Node O IP OOD O0O,0000 POD OO
IP OODO OO,

# IP in IP OO (Default)

-0 000 0000 000 OO0 birect O0OOO OOOO OO0 OO
IPOO OODO ODODOOO tunlO(tunneling) DOOODDO OO OO O OO
O o0odo ooogd.

00 Direct O OOOOO BGP (BIRD) O0 OO OO O 00O OODO OO
Node O OO (IPVS)ODO OO O OODOO.

Calico Routing OO OOOO.

# VXLAN OO

-00 000 oo oo 00 gD oodddgd Db gdogogg ooo
0

O00 0000 OO0 o000 oo oo ooo IP in IP OOO OO OO O O
O. ( ex: Azure )

00 00 CalicoOODO ODODOO OO0 BGP ODODODO ODODO OO DODO
VXLAN OODOO0O0O Node OO DODOO
L20000 UbP OO0 OO0 OO0 O OO0 OO OoboOoo.



IP in IP OO0 OO OO0 ODO0O OO D DODOD DOODO OODOO ODOO
oo oo dg.

# Cross-subnet OO

O000 000 O00(00b0o0o0 00 oO0)y oo oboo0o oo ooo oO
0a.

(OO0 Oo0O/wmo0 oo )

00 000 (00)

# WireGuard
CalicoO OO OO0 OO0 OUOO0O0O OO0 OO0 OO0 OO0 OO0 O O0O.
00 0o0d0 oo gdobo oo oo oo bbb oo good.

Calicoctl

Controller OO Calico Network OO0 OO0 O OO OUOOOOO.
HostO OO OO0 OO kubectl O plugin ODDOOOD OOO O OO.

# Host O OO0 OOOO OO

$ cd /usr/local/bin

$ sudo curl -L
https://github.com/projectcalico/calico/releases/download/v3.2
2.1/calicoctl-linux-amd64 -o calicoctl

$ sudo chmod +x calicoctl

# Check
Calico O OOOO Network O PoolO Block O OOO O O0O.
$ sudo calicoctl ipam show --show-blocks

| SRR o S SR S SR +----
---------- +

| GROUPING | CIDR | IPS TOTAL | IPS IN USE |
IPS FREE |

S T S e S +----
---------- +

| IP Pool | 192.168.0.0/16 | 65536 | 5 (0%) |
65531 (100%) |

| Block | 192.168.136.0/26 | 64 | 4 (6%) | 60
9455) |

lock | 192.168.153.192/26 | 64 | 1 (2%) | 63



BGP D 0ODO0O0O OO0 OO0 OO0 O0OOO0O0O 000 000 0O o0
$ sudo calicoctl node status

Calico process 1is running.

IPv4 BGP status

L I e IS +--mmm- - tommm - - +-----
-------- +

| PEER ADDRESS | PEER TYPE | STATE | SINCE |
INFO |

oo oo +--m e - tomm - - +-----
-------- +

| 203.248.23.215 | node-to-node mesh | up | 05:27:05 |
Established |

L LTI e TSI I tommm - +-----
-------- +

Block 00 ODO0O0O OO0 O0O0OO0OOO
$ route -n | egrep "tun|cali|\*"

192.168.136.0 0.0.0.0 255.255.255.192 U 0
0 0 *

192.168.136.1 0.0.0.0 255.255.255.255 UH 0 0
® calibc6c3028870

192.168.136.2 0.0.0.0 255.255.255.255 UH 0 0
0 calidbedae09645

192.168.136.3 0.0.0.0 255.255.255.255 UH 0 0
O calicbbfdllbfbe

192.168.153.192 203.248.23.215 255.255.255.192 UG 0 0
0 tunlo

00 PodD OO calicxxxxxx OD0OODOO0O O0OO0OO ODOOODO O0OO O

oo oot
System(default) Namespace OO0 OO0 OO0 -A 000 ODOO0O.

$ calicoctl get workloadendpoint -A

NAMESPACE WORKLOAD NODE
NETWORKS INTERFACE

kube-system calico-kube-controllers-56fcbf9d6b-nlqg2 user-
controller 192.168.136.2/32 calidbedae09645

kube-system coredns-64897985d-jgj5s user-
controller 192.168.136.3/32 calic6bfdllbfbe



kube-system coredns-64897985d-vbpn4 user-
controller 192.168.136.1/32 calibc6c3028870

Calico O0O0OOODO Veth type(Pair) O0O.
$ ip -br -c link show type veth

calibc6c3028870@if3 UP ee:ee:ee:ee:ee:ee
<BROADCAST,MULTICAST,UP,LOWER UP>
calidbedae09645@if4 UP ee.:ee:ee:ee:ee:ee
<BROADCAST,MULTICAST,UP,LOWER UP>
calicebfdllbfbe@if4 UP ee:ee.ee:ee:ee:ee

<BROADCAST,MULTICAST,UP,LOWER UP>

Calico Management Pod

OO0 Daemond OO Pod ODODO OUOOO.
Controller O Worker Node O 0O OOOO Pod O OO0 OOOO.

$ kubectl get pods -o wide -n kube-system

NAME READY STATUS
RESTARTS AGE IP NODE
calico-kube-controllers-56fcbf9d6b-nlqg2 1/1 Running 0
30m 192.168.136.2 user-controller

calico-node-8cts6 1/1 Running 0
30m 10.0.2.15 user-controller

calico-node-mb9n6 1/1 Running 0
29m 10.0.2.15 user-worker

Calicol OO UO OO DB OO etcd OO OODOO datastore O OO0O

0.

$ kubectl get pods -o wide -n kube-system | grep -i etcd
etcd-user-controller 1/1 Running 0
39m 10.0.2.15 user-controller

Calico Felix

OO0O000 Pod DOODOOO kube-proxy 00O OO0 O OO0 OODOODO.
etcd OO0 0000 OO0OOO Pod Network 0 OO0 OO0ODO0 OO DODOO.
kube-proxy 0O iptables / ipvs Mode OO0 OO OO0 OOOODO.

iptables 000 OO0 0O OO0 O0ODO OO0 OO DO OO ODOOOO OO ipvs

o booog.
0 IPVS = Hash OO0 0O0O0O0 OO0 ODODO0O ODODOO ODODOOO OooboOodg

$ sudo iptables -t nat -S | grep -i cali



$ sudo iptables -t filter -S | grep -1i cali

Networking [0 [J

IP in IP Networking

Controller Node OO Worker Node 0 OO Pod DOOOD OOO OOO

Calico 0| CHE T E2t2| Pod to Pod S 1M
HOST Kernal ( Default Namespace )
Tunlo (BIRD) ens33 | ens33 Tunl0 (BIRD)
[ 2 L3 2
xIm xxm
= IP-IP R

9: calid6edae09645@if4: mtu vRouter vRouter 10: calicébfd11bfbe@if4: mtu
1480 qdisc noqueue state UP | ync_ £pEp:EEEEEEEE MAC - ee:ee:ee:ee:ee:ee | 1480 qdisc noqueue state UP
mode DEFAULT group default veth peer " - . |mode DEFAULT group default

link/ether ee:ee:ee:ee:ee:ee l calidBedac00645 P s calicBbfd 11bfbe link/ether ee:ee:ee:ee:ee:ee
brd ff.ff.ff.ff.ff.ff link-netnsid 1 \ J |brd ff.ff.ff.ff.ff.ff link-netnsid 2

T Proxy-ARP Proxy-ARP
[ Bridge ( Docker0 ) ] ‘ Bridge { Docker0 ) |
Kubernetes IP Pool
¥ \d
192.168.136.2 192.168.153.193
veth peer . /Pause Container . veth peer. /Pause Container .
( Network interface ) ( Network interface )
Service Container #1 Service Container #2 Service Container #1 Service Container #2
calico-kube-controllers-56fcbf9d6b-nlgg2 Pod hello-T76cTT4798-8941t Pod
Controller Node Worker Node

1) Controllerd 192.168.136.2 Pod OO Workerd 192.168.153.193
Pod O OO

2) Controllerd Pod OOODOO (veth) O Pair O HostO calico
(veth) OOOOOO ARP OO

3) Host O Calico DOOOOO Worker Pod O 0000 OOO OOO0O
ARP OO O 0O OOO O

4) 000 Calico DODODOOO link-local ODOWO ODODOOO OO)HO
OO0 HOST O BIRD O OO OO0 Worker O OO0 OO0 OO OO

5) Controllerd Calico O00OOODOO vRouterO OOO ARP Proxy OO
O 0000 Worker O ARP O0ODO OO O O

6) BIRDO Tunl® --> Host 0 OO0 O0O0O0OO0O0O OO OO OOO Pod OO

U o0 bbb 0odoooo gd

70000 0b00 bbb b0 Obb oo bbo UL boo bbb ooo o
O

Felix O OO SNAT ( MASQUERADE ) O OODODO tunl0 O ODOO OO



HOST O ens33 OO OO OO.

Packet Check

# 00 0000 ( Controllor POD <---> Worker POD ) O Ping OODO
ogdgno

$ kubectl get pod -o wide

NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
hello-776¢c774f98-894tt 1/1 Running 0 13d
192.168.153.193 user-worker <none> <none>

hi 1/1 Running 0 13d
192.168.136.5 user-controller <none> <none>

# Worker POD --> Container POD. ODODOOO Ping OOO OO Pod O
0 Host OO ODOOO PID OOO OOOMO.

$ sudo nsenter -t 225201 -n ping 192.168.136.5

64 bytes from 192.168.136.5: icmp seq=627 ttl=62 time=0.709 ms
64 bytes from 192.168.136.5: icmp seq=628 ttl=62 time=0.675 ms
64 bytes from 192.168.136.5: icmp seq=629 ttl=62 time=0.727 ms
64 bytes from 192.168.136.5: icmp seq=630 ttl=62 time=0.797 ms
64 bytes from 192.168.136.5: icmp seq=631 ttl=62 time=0.887 ms

# Controller OO0 OO OOO OO. IPIP OO0 API OO OOOOOO O
O 00o0oodo, AP 000000 OO0 D0ooooOo oooo.
$ sudo tcpdump -i enp0s8 -nn proto 4 -w test.pcap

# Wireshark O OO QOO.
1O POD IPO OO OODOO O OO ICMP OO0 OO OO OOO ODOO O

0.
[Zpply a display fil trl=/"
do, Time o

1 0.000009 {192.168.153.193  |192.168.136.5 ICHP 118 Echo (ping) request 1id=8x@00b, seq=229/58624, ttl=63 (reply in 2)

2 0.000217 192.168.136.5  192.168.153.193 ICMP 118 Echo (ping) reply  id=8x@@@b, seq=229/58624, ttl=63 (request in 1)
3 1.0091428 T = e e B S B P 2 L Pt R e BT e i e e s il BB
4 1.801611 192.168.136.5 192.168.153.193 ICHP 118 Echo (ping) reply  id=8x@08b, seq=238,/58888, ttl-63 (request in 3)
5 2.082647 192.168.153.193 192.168.136.5 ICMP 118 Echo (ping) request id-8x@08b, seq=231/59136, ttl=63 (reply in 6)

6 2.802801 192.168.136.5 192.168.153.193 ICHP 118 Echo (ping) reply  id=8x@88b, seg=231/59136, ttl-63 (request in 5)

Ethernet II, Src: PcsCompu bc:85:3a (B8:00:27:bc:85:3 2 u
Internet Protocol Version 4, Src: 203.248.23.215, Dst: 283.248.23.214
Internet Protocol Version 4, Src: 192.168.153.193, Dst: 192.168.136.5
Internet Control Message Protocol

2) MACO OO Controller O Worker Node OO API COOIP OOOODO O
o000 ODO0O00O.



# Controller
3: enp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc
fq codel state UP group default qlen 1000

link/ether 08:00:27:39:ce:bd brd ff:ff:ff:ff:ff:ff

inet 203.248.23.214/25 brd 203.248.23.255 scope global
enp0s8

# Worker
3: enp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc
fq codel state UP group default glen 1000

link/ether 08:00:27:bc:85:3a brd ff:ff:ff:ff:ff:ff

inet 203.248.23.215/25 brd 203.248.23.255 scope global
enp0s8

3) IPv4 Protocol OO 0O 200 OO0 OOO O OO.
#0O0O0OO Outer IP O POD ODDOODO Inner IP 200 OO O OO.

Mo, Tirne Source Destination Protocol  Length  Info
1 @.0egece 192.168.153.193 192.168.136.5 ICMP 118 Echo (ping) request 1id=8x@@8b, seq=229/58624,
2 8.088217 192.168.136.5 192.168.153.193 ICMP 118 Echo (ping) reply id=0x@eeb, seq=229/58624,
3 1.081428 192.168.153.193 192.168.136.5 ICMP 118 Echo (ping) request id=8x888b, seq=230/58880,
4 1.801611 192.168.136.5 192.168.153.193 ICMP 118 Echo (ping) reply id=0x@eeb, seq=238/58880,
5 2.882647 192.168.153.193 192.168.136.5 ICMP 118 Echo (ping) request 1id=8x880b, seq=231/59136,

6 2.0082801 192.168.136.5 192.168.153.193 ICMP 118 Echo (ping) reply id=0x@eeb, seq=231/59136,

Frame 1: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
Ethernet II, Src: PcsCompu_hmibelielt e el e iR il mﬂu139:ce:bd (08:00:27:39:ce:bd)
14

v Internet Protocol Version 4,] Src: 283.248.23.215, Dst: 283.248.23.2
e1ea .... = Version: 4
.. 0101 = Header Length: 28 bytes (5)
Differentiated Services Field: ©x@@ (DSCP: CS@, ECN: Mot-ECT)
Total Length: 184
Identification: Bxflde (61774)
Flags: @x4@, Don't fragment
...0 bPoP PoEe BPEBE = Fragment Offset: @
Tima to ling. A3
Protocol: IPIP (4)
Header Checksum: Bx82a5 [validation disabled]
[Header checksum status: Unverified]
Source Address: 283.248.23.215
Destination Address: 2083.248.23.214
Internet Protocol Version 4, Src: 192.168.153.193, Dst: 192.168.136.5
Internet Control Message Protocol

Outer IP OO0 InnerIP O OO0 OOO OO IP-IP Protocol OO O
OO0 O O0.



o,

lime aource Lestunation Hrotacaol Length

1 @.806808 192.168.153.193 192.168.136.5 ICMP 118
2 9.808217 192.168.136.5 192.168.153.193 IcMP 118
3 1.801428 192.168.153.193 192.168.136.5 ICMP 118
4 1.881611 192.168.136.5 192.168.153.193 ICMP 118
5 2.0802647 192.168.153.193 192.168.136.5 IcMp 118
6 2.802801 192.168.136.5 192.168.153.193 ICMP 118

= o S Ao A ACo ano Ao a A = Teoaan aa

Inta

Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)

o

request
reply
request
reply
request
reply

id=ax886et
id=0x8006t
id=0x88et
id=ax8eet
id=0x886t
id=ax886et

Frame 1: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
Ethernet II, 5rc: PcsCompu bc:85:3a (88:00:27:bc:85:3a), Dst: PcsCompu_39:ce:
Internet Protocel Version 4, H H
¥ Internet Protocol Version 4,§5rc: 192.168.153.193, Dst: 192.168.136.5

8108 .... = Version: 4
. 8191 = Header Length: 20 bytes (5)

Differentiated Services Field: @xB@ (DSCP: (€58, ECN: Not-ECT)

Total Length: 84

Identification: 8x7c24 (31788)

Flags: @x48, Don't fragment

...0 Boge oBeo eeed = Fragment Offset: @

Time to Live: 63

Protocol: ICMP (1

Header Checksum: Bx1c6d [validation disabled]
[Header checksum status: Unverified

Source Address: 192.168.153.193
Destination Address: 192.168.136.5

4)

MO,

Internet Control Message Protocol

Messages U] 00O OO OO0 OO0 OOOO.

bd (88:88:27:3%9:ce:bd)

1nme source UesTnanon Frolocol - Lengin inm
1 ©.8ee8ae 192.168.153.193 192.168.136.5 ICMP 118 Echo
2 9.888217 192.168.136.5 152.168.153.193 ICMP 118 Echo
3 1.0681428 192.168.153.193 152.168.136.5 ICMP 118 Echo
4 1.881611 192.168.136.5 192.168.153.193 ICMP 118 Echo
5 2.002647 192.168.153.193 192.168.136.5 ICMP 118 Echo
6 2.882881 192.168.136.5 192.168.153.193 ICMP 118 Echo

= = L TL ] Ans A Ara an= Ams A A rJ T ouan aa

- 1

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

request id=8x0

reply

id=8x8

request id=0x8

reply

id=8x8

request id=0x8

reply

id=8x0

Ethernet

Frame 1: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
II, Src: PcsCompu bc:85:3a (88:80:27:bc:85:3a), Dst: PcsCompu 39:ce:
Internet Protocol Version 4, Src: 2083.248.23.215, Dst: 283.248.23.214
Internet Protocol Version 4, Src: 192.168.153.193, Dst: 192.168.136.5

v Internet Control Message Protocol

Type: 8 (Echo (ping) request)
Code: 8

f_h L H 771 r
[Checksum Status: Good]

)

Identifier (LE): 2816 (©xBbeo)

Sequence Number (BE): 229 (BxB0e5)

Sequence Number (LE): 58624 (Bxe580)

[Response frame: 2]

Timestamp from icmp data: Apr 26, 2022 17:24:45.000000000 CHEI2IZ2 EZ Al
[Timestamp from icmp data (relative): 8.979217088 seconds]

Data (48 bytes)

Ooooo
Network Overlay : https://ikcoo.tistory.com/117

bd (88:80:27:39:ce:bd)



Ooo0d CentOS 7 OO OO
Windows 00O RDP OO

CentOS 7 O 0 Windows RDP [0 [0 0 [
OO gdg

# 0S

Cent0S 7.9 x86 64 minimal

O0--> XRDP O OO OODO GUI OO --=000 GUI OO OO Windows
RDP OO

LinuxGUIO O OO

# GUI GroupInstall
root@localhost ~]# yum groups list | grep -i desktop
Cinnamon Desktop
MATE Desktop
GNOME Desktop
General Purpose Desktop
LXQt Desktop
# GNOME O 000 O0O0O0O OOO0O "Server with GUI" OO0O DOOO.
root@localhost ~] yum groupinstall "GNOME Desktop"

# GUI init

[root@localhost ~]# systemctl get-default
multi-user.target

[root@localhost ~]# systemctl set-default graphical.target
[root@localhost ~]# systemctl get-default

graphical.target

# Reboot 0 00ODOO GUI OODO ODOOODO ODOOO.
[root@localhost ~]# reboot


https://tech.hostway.co.kr/linux/%ec%9b%90%ea%b2%a9%ec%9c%bc%eb%a1%9c-centos-7-%ec%97%90%ec%84%9c-%eb%82%b4%eb%b6%80-windows-%ec%84%9c%eb%b2%84%ec%97%90-rdp-%ec%97%b0%ea%b2%b0/
https://tech.hostway.co.kr/linux/%ec%9b%90%ea%b2%a9%ec%9c%bc%eb%a1%9c-centos-7-%ec%97%90%ec%84%9c-%eb%82%b4%eb%b6%80-windows-%ec%84%9c%eb%b2%84%ec%97%90-rdp-%ec%97%b0%ea%b2%b0/
https://tech.hostway.co.kr/linux/%ec%9b%90%ea%b2%a9%ec%9c%bc%eb%a1%9c-centos-7-%ec%97%90%ec%84%9c-%eb%82%b4%eb%b6%80-windows-%ec%84%9c%eb%b2%84%ec%97%90-rdp-%ec%97%b0%ea%b2%b0/
https://tech.hostway.co.kr/linux/%ec%9b%90%ea%b2%a9%ec%9c%bc%eb%a1%9c-centos-7-%ec%97%90%ec%84%9c-%eb%82%b4%eb%b6%80-windows-%ec%84%9c%eb%b2%84%ec%97%90-rdp-%ec%97%b0%ea%b2%b0/
https://tech.hostway.co.kr/linux/%ec%9b%90%ea%b2%a9%ec%9c%bc%eb%a1%9c-centos-7-%ec%97%90%ec%84%9c-%eb%82%b4%eb%b6%80-windows-%ec%84%9c%eb%b2%84%ec%97%90-rdp-%ec%97%b0%ea%b2%b0/
https://tech.hostway.co.kr/linux/%ec%9b%90%ea%b2%a9%ec%9c%bc%eb%a1%9c-centos-7-%ec%97%90%ec%84%9c-%eb%82%b4%eb%b6%80-windows-%ec%84%9c%eb%b2%84%ec%97%90-rdp-%ec%97%b0%ea%b2%b0/
https://tech.hostway.co.kr/linux/%ec%9b%90%ea%b2%a9%ec%9c%bc%eb%a1%9c-centos-7-%ec%97%90%ec%84%9c-%eb%82%b4%eb%b6%80-windows-%ec%84%9c%eb%b2%84%ec%97%90-rdp-%ec%97%b0%ea%b2%b0/

Linux OO0 00 00O OO

# XRDP Install.

[root@localhost ~]# yum install epel-release

[root@localhost ~]# yum install xrdp

[root@localhost ~]# systemctl enable xrdp && systemctl start
xrdp

# selinux disable O iptables -F or OO0 OODO tcp/3389 O OO
Ooo.

rdesktop O [

#O00O0D000 openssl-devel O OO0 OO0 OOODOOO.

yum -y install gcc openssl-devel

wget

https://github.com/rdesktop/rdesktop/releases/download/v1.8.6/
rdesktop-1.8.6.tar.gz

tar xvzf rdesktop-1.8.6.tar.gz

cd rdesktop-1.8.6/

./configure --disable-credssp --disable-smartcard

make

make install

Check

#0000 OO0 RDP O OO O, rdesktop -u [User] [ip] OOO0O.
root@localhost ~]# rdesktop -u administrator 10.10.10.5
Autoselected keyboard map en-us

Connection established using SSL.

WARNING: Remote desktop does not support colour depth 24;
falling back to 16



< 4t Home | D
o R File Edit View Search Terminal Help
oce
s 68 iptables -nL
63 ip a
il ] 78 cd /mnt
71 1s -1
[ Documents 72 df -h
|73 cd /mnt
1 74 11
75 ifconfig
4 Music 76 df -h
77 11
31 Pictures 78 cd -

rooti@localhost:~ - O x

rdesktop - 10.10.10.5

79 yum install rdesktop

W Videos 88 yum install epel-release

81 yum install rdesktop
& Trash 82 rdesktop

83 rdesktop -u administrator 18.18.18.5
M thinclient_drives & 84 history

85 rdesktop -u administrator 18.18.18.5
B6 yum groups list

+ Other Locations 87 history

[root@localhost ~]# yum groups list | grep -i desktop
Cinnamon Desktop
MATE Desktop
GNOME Desktop
General Purpose Desktop
L¥0t Desktop
[root@localhost -]1# systemctl get-default
graphical .target
[root@localhost ~]# “C
[root@localhost ~]# “C
[root@localhost ~]# rdesktop -u administrator 1.18.1
hutoselected keyboard map en-us
Connection established wusing S5L.
ARNING: Remote desktop does not support colour depth
disconnect: Disconnect initiated by user.
[root@localhost ~)# rdesktop -u administrator 18.18.1
Autoselected keyboard map en-us
Connection established using SS5L.
ARNING: Remote desktop does not support colour depth
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