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# updated by Hostway System Team

$Language = Get-WinUserLanguagelist
$Lang = $Language.lLanguageTag

Switch($Lang)

{

lkol

{

Write ‘0OS Version’

[Environment]: :0SVersion

Write-Verbose -Message “0O000 OO OO UDP 137, UDP 138, TCP
139, TCP 445" -Verbose

netsh advfirewall firewall set rule name="000O0O OO (NB-Name-
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In)” profile=public dir=in 1localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)” profile=private dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)” profile=public,domain dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)"” profile=private,domain dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)"” profile=private,public dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-Name-
In)” profile=any dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Name-In)” profile=public dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Name-In)” profile=private dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Name-In)” profile=public,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 0O O0O0O OO (NB-
Name-In)” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Name-In)"” profile=any dir=in localport=137 protocol=udp new
enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=public dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-



Datagram-In)” profile=private dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=public,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,public dir=in 1localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=any dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Datagram-In)” profile=public dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Datagram-In)” profile=public,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 0O OO0O OO (NB-
Datagram-In)” profile=private,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 0O O0O0O OO (NB-
Datagram-In)” profile=private,public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Datagram-In)” profile=any dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=public dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-



Datagram-In)” profile=public,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,domain dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=private,public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="0000 OO (NB-
Datagram-In)” profile=any dir=in localport=138 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="00 OOO OOOO (NB-
Session-In)” profile=public dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=private dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=public,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=private,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=private,public dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 OO0 OOODO (NB-
Session-In)” profile=any dir=in localport=139 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Session-In)” profile=public dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 O OOO OO (NB-
Session-In)” profile=private dir=in localport=139 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 O OOO OO (NB-
Session-In)” profile=public,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-



Session-In)” profile=private,domain dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 0O OO0 OO (NB-
Session-In)” profile=private,public dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (NB-
Session-In)” profile=any dir=in localport=139 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 O OOO OO (SMB-
In)” profile=public dir=in localport=445 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 0O OO0 OO (SMB-
In)” profile=private dir=in localport=445 protocol=tcp new
enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=public,domain dir=in localport=445 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=private,domain dir=in localport=445 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=private,public dir=in localport=445 protocol=tcp
new enable=no

netsh advfirewall firewall set rule name="00 O OO0O OO (SMB-
In)” profile=any dir=in 1localport=445 protocol=tcp new
enable=no

}

‘en-US’

{

Write ‘0S Version’

[Environment]::0SVersion

Write-Verbose -Message “Vulnerability Port Removal UDP 137,
UDP 138, TCP 139, TCP 445" -Verbose

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=public dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)” profile=private dir=in localport=137
protocol=udp new enable=no



netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=public,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Name-In)"” profile=any dir=in localport=137 protocol=udp
new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)” profile=public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)” profile=private dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)” profile=public,domain dir=in
localport=137 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)"” profile=private,domain dir=in
localport=137 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)"” profile=private,public dir=in
localport=137 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Name-In)” profile=any dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=public dir=in 1localport=137
protocol=udp new enable=no
netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private dir=in localport=137
protocol=udp new enable=no
netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=public,domain dir=in localport=137
protocol=udp new enable=no



netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=private,domain dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=private,public dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=any dir=in localport=137
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=private dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=public,domain dir=in
localport=138 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=private,domain dir=in
localport=138 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=private,public dir=in
localport=138 protocol=udp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Datagram-In)” profile=any dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=public dir=in localport=138
protocol=udp new enable=no
netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private dir=in Tlocalport=138
protocol=udp new enable=no
netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=public,domain dir=in localport=138
protocol=udp new enable=no
netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=private,domain dir=in localport=138
protocol=udp new enable=no



netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)"” profile=private,public dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Network Discovery
(NB-Datagram-In)” profile=any dir=in localport=138
protocol=udp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=public dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=private dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=public,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=private,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=private,public dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="Virtual Machine
Monitoring (NB-Session-In)” profile=any dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=public dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=private dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=public,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=private,domain dir=in
localport=139 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=private,public dir=in
localport=139 protocol=tcp new enable=no



netsh advfirewall firewall set rule name="File and Printer
Sharing (NB-Session-In)” profile=any dir=in localport=139
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=public dir=in localport=445
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=private dir=in localport=445
protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)"” profile=public,domain dir=in
localport=445 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=private,domain dir=in
localport=445 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)"” profile=private,public dir=in
localport=445 protocol=tcp new enable=no

netsh advfirewall firewall set rule name="File Server Remote
Management (SMB-In)” profile=any dir=in localport=445
protocol=tcp new enable=no

}

}



