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| File Key Conversions Help
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] Mo key.

Actions

Generate a public/private key pair

Load an existing private key file

! Savethe generated key Save public key

Parameters

Type of key to generate:
BSA () DSA (CJECDSA () Ed25519

! Mumber of bits in a generated key:

Ll
Save private key

(O SSH-1(RSA)
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L |

E® PUTTY Key Generator ? X
File Key | Conversions Help
Key | Import key
Sl Export OpenSSH key
Export OpenSSH key (force new file format)
Export ssh.com key
Actions
SRS —
Load an existing private key file _ Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
® RSA (O DSA (O ECDSA () Ed25519 (O S5H-1(RSA)
MNumber of bits in a generated key:

Conversions -> import key OO
Pem O OO O
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Ky
Public key for pasting into OpenSSH authorized _keys file:
sshsa -
AAAABINzaC lycZEAAAADACABAAABAGC %5004 2P 3pz BCdCo) ArvWw T 0p S0
+0wW 1y 1Gv5p2d8Qov XIABDPg7SP
+zgp2yc 2Rt Z8Ese 3 BcOZURv WNIJFDM5uSTEGgRHUAIdivmem 2%t ZpVidwVGte
c5iwZy TDze Px20jA4-+IRBHD A 3G TngWipWBP U/sETsRHuiyOcFv/nB0wHBmAfSnOL v
Key fingerprnt: |sshsa 2048 b9:af 44 b 73e6:3c:50:50:04:60:7e To:dbrach |
Key comment: |imported-opensshkey |
Key passphrase: | |
Carfirm passphrase: | ]
Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key | Savepublickey | [ Savepmvatekey ||
Parameters
Type of key to generate:
BSA CDsa () ECDSA () Ed25519 () S5H-1(RSA)
Number of bits in a generated key:

Save private key

SSH O [

ex) AWS OO OO0 VPCODO OO EC2000 OO SSHOO O RDS(mssql) OO

1.SSH OO OO IP OO O OO OO OO



2 PUTTY Configuration

Category:

= Sgassiun

[=)- Teminal

- Keyboard
- Bell

- Features
=~ Window

- Appearance
- Behaviour
- Tranglation
[+ Selection
- Colours

[=)- Connection

- [ata

- Proxy

- Telnet

- Rlogin

- 55H

- Serial

About Help

Basic options for your PuT T session

Specify the destination you want to connect to
Host Mame (or |P address) Port

9999 | |24

CorTTETtoTT tye-

(JRaw () Telnet () Rlogin (@ 55H () Serial

Load, save or delete a stored session

Saved Sessions

[ )

Load
Save

! Delete

Close window on exit:
(JAways  (JNever (@) Cnly on clean exit

2. ppk OO OO

Connection -> SSH -> Auth -> Authentication parameters(
Private Key file for authentication O OO0 ppk OO OO
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Category:
EI Window ” Options controling 55H authentication
- Appearance
- Behaviour Dizplay pre-authentication banner (S5H-2 only)
- Translation [ Bypass authentication entirely (SSH-2 anly)
: D gz:zud:n Authentication methods
EI Cannection Attempt authentication using Pageant
- Data [ ] Attempt TIS or CryptoCard auth (SSH-1)
- Proogy Attempt "keyboarddnteractive” auth (55H-2)
;T;I;i Authentication parameters
= 55H [ ] Allow agent forwarding
- e [ ] Allow attempted changes of usemame in S5H-2
- Host keys Private kev file for authentication:
-+ Cipher | Browse...
- Auth
.. GSSAPI
%11
- Tunnels
- Bugs w
£ >
Abowt Help Cancel

3. Connection -> SSH -> Auth -> Tunnels

Source port = 000 OO ex 1433
Destination : ip:port OO O Add

ex) AWS mysql O OO
yds001l.cq7iavl3dsuu.ap-
northeast-2.rds.amazonaws.com: 1433
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Category:
EI Window S | Options contraling S5H port forwarding
L ;@Eea.rance Port forwarding
TreanasT:i:; [] Local ports accept connections from other hosts
- Selection ] Remote ports do the same (S5H-2 anly)
. " Colours Forwarded ports: Remove
= Connection
- Data 20213 vds001.cqViavl3dsuu ap-northeast-2 rds.ame
- Prowy
- Telnet
3 HTu;in Add new forwanded port:
= 55H Source port : Add
. Host keys Destination I I
- Cipher (®) Local () Remote () Dynamic
- Auth (@) Ao ) IPvd O IPvE
- Bugs
- More bugs
- Seral W

About Help Cancel

4.00 PCcmd OO0 netstat OODOO OO OO
netstat -ano | findstr "ODOOO"

5,00 PCO0D OO ODOOODO OO
ex) 127.0.0.1,1433
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